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OIIPEAEJIEHUSA:

B HacTosi111eM JOKYMEHTE HCIIONb3YIOTCS CAEAYIONME TEPMUHBI U UX ONPEIEIICHUS.

ABTOMATH3MPOBAHHAA CHCTEMAa — CUCTEMA, COCTOAILAS U3 IEPCOHANIA U KOMILIEKCa
CPEICTB aBTOMATH3AIMH €r0 JIeATeIbHOCTH, peau3yonas HHYOPMAITMOHHYIO TEXHOJIOTHIO
BBINOJIHEHUS YCTAaHOBJICHHBIX (DYHKIIMH.

AyTeHTH(QUKAIUS OTIPABUTEJISI JAHHBIX — [IOATBEPXKAECHNUE TOTO, YTO OTIIPABUTEIID
IIOJIy4YEHHBIX JAHHBIX COOTBETCTBYET 3asBJIICHHOMY.

Be3onacHoCTh NepCcOHAIBHBIX JAHHBIX — COCTOSHUE 3aUILEHHOCTH IEPCOHAJIBHBIX
JAHHBIX, XapaKTepU3yeMoe CIIOCOOHOCTBIO M0JIb30BaTeNeH, TEXHUYECKUX CPEICTB U
UH(POPMALIMOHHBIX TEXHOJIOTUN 00eCTIeYNTh KOH(PHICHIIMATBHOCTb, IIEIOCTHOCTh
JOCTYITHOCTh MEPCOHAIBHBIX IaHHBIX IIPU UX 00pabOTKE B MH(POPMALMOHHBIX CUCTEMAX
NEPCOHAIbHBIX JaHHbIX.

buomerpuyeckne nepcoHaibHble JaHHbIE — CBEJCHMS, KOTOPBIE XapaKTEPU3YIOT
¢u3noIOrHUECKUE OCOOCHHOCTH Y€JI0BEKa M Ha OCHOBE KOTOPBIX MOYKHO YCTAaHOBUTH €TO
JMYHOCTb, BKJItOYast (poTorpaduu, OTreyaTky najableB, 00pa3 ceT4aTky Iia3a, 0COOEHHOCTH
CTPOEHUS TeJa U APYTYI0 M0I00HYI0 HHPOPMALIHUIO.

BJiokupoBaHMe MePCOHATBHBIX JAHHBIX — BpEMEHHOE IpeKpaleHue coopa,
CUCTEMAaTH3alllH, HAKOIUIEHHUS, UCII0JIb30BaHUs, PACIIPOCTPAHEHUS, [IEPCOHATIBHBIX IaHHBIX, B
TOM YUCJIE UX MepEAAUN.

Bupyc (koMIbIOTEPHbIN, IPOrPaMMHBII) — HUCIIOIHAEMBIN IPOIrPAMMHBIA KO MU
UHTEpHpeTHpyEeMBblii HA0Op MHCTPYKLUH, 001a1al0UK CBOWCTBAMH HECAHKIIMOHUPOBAHHOTO
pacrpocTpaHeHus U camoBocipou3BeaeHus. Co3laHHbIe 1yOIMKaThl KOMIBIOTEPHOIO BUPYCa HE
BCET/Ia COBMAIAIOT C OPUTUHAIOM, HO COXPAHSIOT CIIOCOOHOCTD K JaJIbHEHIIEMY
pacnpoCTpaHEHUIO U CAMOBOCIIPOM3BEICHUIO.

BpenonocHasi nporpamMma — nporpaMma, npeaHasHaueHHas i OCYIIECTBICHUS
HECAHKIIMOHUPOBAHHOTO AOCTYNA U (MJIM) BO3ACHCTBUS HA IEPCOHATIbHbIE JaHHbIE WM PECYPCHI
MH(OPMaLIMOHHON CUCTEMBbI IEPCOHATIBbHBIX JAHHBIX.

BcnomoraresabHble TEXHHYECKHE CPeICTBA H CHCTEMbI — TEXHUYECKHE CPELICTBA U
CHCTEMBI, HE ITpeIHa3HAuCHHBIE [T Mepeaadu, 00paboTKH 1 XpaHEHHUs IEPCOHANBHBIX TaHHBIX,
YCTaHABJIMBAEMbIE COBMECTHO C TEXHUYECKUMU CPEACTBAMU U CUCTEMAMM, IIPEIHA3HAYCHHBIMU
JUIsl 00pabOTKH MEPCOHANIBHBIX JAHHBIX WJIM B IOMEUIECHUSIX, B KOTOPBIX YCTAHOBJIEHBI
UH(POPMALIMOHHbIE CUCTEMBI IEPCOHATIBHBIX JAHHBIX.

JlocTyn B ONepauMOHHYIO Cpey KOMNbITepa (MHPOPMAIIMOHHON CHCTEMBbI
NEePCOHAJIBHBIX JaHHBIX) — [T0OJY4EHHE BO3MOKHOCTH 3aIIyCKa Ha BBIMIOJHEHHUE IITATHBIX
KOMaH, QyHKIUH, NpoLeTyp ONEePallMOHHON cucTeMbl (YHUUYTOXEHHS, KOTTMPOBAaHMS,
nepeMeleH s U T.11.), UCTIOIHAEMBIX (aijioB MPUKIIAJAHBIX POTPAMM.

Joctyn Kk nHGOpMAaNMU — BO3MOXHOCTD MTOJIy4eHHUs1 UHPOPMAIIUU U €€ UCTI0JIb30BaHUS.

3aky1a104HOe YCTPOICTBO — 3JIEMEHT CpeJICTBA cheMa HH(OpPMAIUH, CKPBITHO
BHEJPSEMbIH (3aKi1a/IbIBA€MbIil WJIM BHOCUMBIN) B MECTa BOZMOXKHOT'O CheMa UH(popmanuu (B
TOM YHCJIE€ B OTPaX/I€HUE, KOHCTPYKIINIO, 000pyJOBaHUE, TPEIMETH MHTEPbEpa, TPAHCIIOPTHBIE
CPEJIICTBA, a TAK)KE B TEXHUYECKUE CPEACTBA U CUCTEMBI 00pabOTKH MHPOpPMAIUN).

3ammumaemas nHgopmanusa — nHGoOpMaIus, SIBIAIOMIASACS PEAMETOM COOCTBEHHOCTH U

NoJIIeKalas 3aluTe B COOTBETCTBUU C TPEOOBAHUSMU IPABOBBIX JTOKYMEHTOB WU
TpeOOBaHUSMU, YCTaHABINBAEMbIMH COOCTBEHHHUKOM HH(OpPMAaIIUH.

HNnenTuduxanus — nprucBoeHne cyobekTaM U 00beKTaM J10CTyIa HASHTU(UKATOpa U
(unu) cpaBHEHUE NMPEABSIBIIEMOT0 UICHTU(UKATOPA C TIEPEYHEM NIPUCBOCHHBIX
UICHTU(PHUKATOPOB.

HNHpopMaTHBHBII CUTHAJ — JIEKTPUUYECKUE CUTHANIBI, aKYCTUYECKHUE,
AIIEKTPOMAarHUTHBIE U Ipyrue PU3nYecKue mossi, o napamerpaM KOTOPbIX MOXKET OBbITh
packpbiTa KOHpUACHIIHaTbHast uHpopMaius (epcoHabHEBIE TaHHBIe) 0O0padaThiBacMasi B
MH(OPMALIMOHHON CHCTEME EPCOHAIBHBIX JaHHbBIX.



Nudopmanuonnas cucrema nepcoHajbHbIX JaHHbIX (UCII/In) — nndopmanmonnas
cucTeMa, MPEeCTABIAIONIAast COO0N COBOKYITHOCTh NEPCOHANBHBIX JaHHBIX, COACPKALIUXCS B
0a3e IaHHBIX, a TaKKe HHHOPMALIMOHHBIX TEXHOJIOTHI U TEXHUYECKUX CPEICTB, MO3BOJISIOMINX
OCYILECTBIISATH 00pAaOOTKy TaKUX MEPCOHATBHBIX JAHHBIX C UCIOJIB30BAHUEM CPENICTB
aBTOMAaTHU3aINK WU 0€3 UCIIOJIb30BAHUS TAKUX CPECTB.

HNudopMannoHHbIe TEXHOJOTMH — ITPOIECCHI, METOBI MOMCKa, COOpa, XpaHEHUs,
00paboTKH, MpeoCTaBICHUS, PACHPOCTPAHEHUS HHPOPMAIIMHU U CITIOCOOBI OCYILIECTBICHHS
TaKHUX IPOLIECCOB U METOJIOB.

Hcnonb3oBaHne NepcoHATbHBIX JAHHBIX — ICUCTBUSA (ONepalyu) ¢ IepCOHATLHBIMU
JTAaHHBIMHU, COBEPIIIAEMBIE OIIEPATOPOM B LIEJISAX MPUHATUS PELICHUIN UM COBEPILEHUS UHBIX
JENCTBUI, MOPOXKAAIOIIUX IOPUINUYECKHUE TOCIEACTBHS B OTHOILIEHUH CYObEKTa MePCOHATbHBIX
JAHHBIX WU IPYTUX JIUI] 100 MHBIM 00pa3oM 3aTparuBaroIIuX MpaBa U cCBOOOABI CyObeKTa
MEPCOHAIBHBIX JAHHBIX WU APYTHX JIHII.

HcTounuk yrpo3sl 6e301acHOCTH HH(POPMAILUH — CYOBEKT I0CTYIa, MaTepHaIbHBIN
00BeKT Win (pU3ndecKoe sIBJICHUE, ABISIOUINECS IPUIMHON BOSHUKHOBEHUS YTPO3bI
0e301acHOCTH HH(POPMALIHH.

KonTposmmpyemasi 30Ha — IpOCTPAHCTBO (TEPPUTOPHSL, 31aHUE, YACTh 3aHMUS,
MIOMEILEHHUE), B KOTOPOM HUCKIIFOUEHO HEKOHTPOJIUPYEMOE NPeObIBaHNE IOCTOPOHHUX JIMIL, a
TaK)Ke TPAHCIOPTHBIX, TEXHUYECKUX U MHBIX MaTEPUAILHBIX CPEJICTB.

KonduaeHunaabHOCTh NePCOHAIBHBIX JAHHBIX — 00513aTEJILHOE /7151 COOJII0ICHUS
OTIepaTOPOM WJIM MHBIM MOJTYYHBIIUM JOCTYII K IEPCOHATLHBIM JaHHBIM JIMIIOM TpeOOBaHUE HE
JIOITyCKaTh UX paclpocTpaHeHne 0e3 coryacus cyObeKTa MepcoHaTbHBIX JaHHBIX WM HATUIUs
MHOTO 3aKOHHOT'O OCHOBaHUSI.

Me:xceTeBoii 3KpaH — JOKAIbHOE (OJTHOKOMIIOHEHTHOE) W (PYHKITHOHAIBHO-
pacnpezieieHHOe MTPOrpaMMHOE (IIPOrPaMMHO-ANMapaTHOE) CPEACTBO (KOMILIEKC),
peanusyrolee KOHTPOJIb 32 HH(pOpMalel, NoCTynaoeld B *HPOPMALTMOHHYIO CUCTEMY
MEPCOHANBHBIX JaHHBIX U (WJIN) BRIXOALICH U3 HHPOPMAIIIOHHON CHCTEMBI.

Hapyumre/b 6e30MacCHOCTH MEPCOHATBHBIX JaHHBIX — (PU3UYECKOE JIUIO, CITyYaitHO
WM TIPpeIHAMEPEHHO COBEpIIaoIee AeHCTBUSI, CIEICTBUEM KOTOPBIX SBJISETCS HApYIICHHE
0€30MacCHOCTH NEPCOHAIBHBIX JJAHHBIX MPU UX 00pabOTKE TEXHUUYECKUMU CPEACTBAMHU B
MH(POPMALIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JTAHHBIX.

HeaBromaTusnpoBanHasi 060padoTKa nepcoOHAJbHBIX JaHHBIX — 00paboTKa
NEPCOHAIBHBIX JAHHBIX, COJIEPKAIUXCSA B MHPOPMALIMOHHONW CUCTEME MEPCOHANIBHBIX JTAHHBIX
100 U3BJICUYEHHBIX U3 TaKOH CUCTEMBI, CUMTAETCS OCYIIECTBICHHONW 0€3 UCTIOIB30BaHuUs
CpEeICTB aBTOMAaTH3aIMK (HEaBTOMATU3UPOBAHHOMN), €CJIN TaKue JeHCTBUS C TepCOHATbHBIMU
JAHHBIMHU, KaK UCII0JIb30BaHUE, YTOUHEHUE, pACIIPOCTPaHEHUE, YHUUTOXKEHHUE TEPCOHAIBHBIX
JTAHHBIX B OTHOLIEHUH KAXXJIOT0 U3 CYOBEKTOB IEPCOHABHBIX JaHHBIX, OCYIIECTBISIIOTCS IPU
HENOCPEJICTBEHHOM Y4acTUH YeJIOBEKa.

HenekapupoBaHHbIe BO3MOKHOCTH — (DYHKIIMOHAJIbHBIE BO3MOXXHOCTH CPE/CTB
BBIUMCIUTEIbHON TEXHUKH, HE OMMCAHHBIE UJIM HE COOTBETCTBYIOIINE ONMCAHHBIM B
JOKYMEHTAIUH, IPU UCTIOJIb30BaHUH KOTOPBIX BO3MOKHO HapylleHHe KOH(PUICHIIMATbHOCTH,
JIOCTYITHOCTH WJIM LEJIOCTHOCTU 00padaThiBa€MO HHPOPMAIIIH.

HecaHKunoHNpPOBaHHBIN 10CTYN (HECAHKIIMOHMPOBAHHBIE AeHCTBHUSA) — JOCTYII K
uH(pOopMaluu WK AecTBUs ¢ nH(OpMaliel, Hapylalouie npaBuia pa3rpaHiyeHus 10CTyna C
UCTIOJIb30BAaHUEM LITATHBIX CPEJICTB, IPEIOCTABISIEMbIX HHPOPMAIIMOHHBIMU CUCTEMAMU
MEPCOHAIbHBIX JaHHbBIX.

Hocureas undopmanuu — Gpuznyeckoe JMIO WIK MaTepHaIbHbIN 00BEKT, B TOM YHCIIe
¢buznueckoe mnose, B KOTOPOM HH(OpMaIIHsI HAXOJUT CBOE OTPaKEHHE B BUJIE CUMBOJIOB,
00pa30B, CUTHAJIOB, TEXHUYECKUX PEIICHUH U MPOLIECCOB, KOIUYECTBEHHBIX XaPaKTEPUCTUK
(bu3NYECKUX BETNYHH.



Oole31MYuBaHME EPCOHATBbHBIX JAHHBIX — JICUCTBUS, B PE3yJIbTATE€ KOTOPBIX
HEBO3MOXKHO ONPEICTUTh MPUHAIIC)KHOCTh EPCOHANBHBIX TaHHBIX KOHKPETHOMY CYOBEKTY
MEPCOHAIBHBIX JaHHbBIX.

O0padoTKka nepcoHAJBbHBIX JAHHBIX — JACUCTBUS (ONEpalii) ¢ IEPCOHATBHBIMU
JTAHHBIMU, BKITF0UYasi cOOp, CUCTEMATU3AalINIO0, HAKOIUJICHHE, XpaHEHUE, yTOUHeHHe (0OHOBIICHUE,
M3MEHEHUE), UCTIOIB30BaHKE, paCIIpOoCTpaHeHue (B TOM YKCIIE Tepeiavy), 00e31MIruBaHue,
0JIOKHPOBAaHUE, YHUUYTOXKEHHE ITEPCOHATBHBIX TAHHBIX.

OO01menocTynnHbIE NEPCOHATIbHBIE JaAHHBIE — [IEPCOHAIbHBIE JAHHBIE, JOCTYII
HEOTPAaHMYEHHOTO KpyTa JIMII K KOTOPBIM MPEOCTaBJIeH C Coriacus CyObeKTa MepcoOHAIbHBIX
JTAHHBIX WJIM Ha KOTOPBIE B COOTBETCTBUH C (hefiepaibHbIMU 3aKOHAMU HE PACIIPOCTPaHIETCs
TpeboBaHue COOTIOICHUS KOH(PUICHIIMAITBHOCTH.

Onepartop (mepcoHAJBHBIX JAHHBIX) — TOCYJapPCTBEHHBIN OpraH, MyHUIIMIIAIbHbII
Opra, IopuAnYecKoe Win GU3NYeCcKoe JUI0, OPraHU3yIolIee U (MIH) OCYIIECTBRISIONIEE
00paboOTKy NMepCOHATBHBIX TAHHBIX, a TAKXKE ONPEACIISIONINE IeTH U CoAepKaHne 00paboTKu
MEPCOHAIBHBIX JaHHbBIX.

Texnuveckue cpeacTBa HHPOPMANMOHHOM CHCTEMbI IEPCOHAJTIBHBIX TAHHBIX —
CPEICTBA BBHIYUCIUTEIbHOM TEXHUKHU, UH()OPMAIIMOHHO-BBIYHCITUTENIbHBIE KOMITJIEKCHI U CETH,
CpeICTBa M CUCTEMBI Iepenaun, mpuema u oopadotku I1/1H (cpencTBa u cucTeMbl 3BYKO3aIHCH,
3BYKOYCHUJICHUSI, 3BYKOBOCIIPOU3BEACHHUSI, IEPETOBOPHBIC U TEIEBU3MOHHBIC YCTPONUCTBA,
CPEJICTBA U3TOTOBJICHUS, TUPAKUPO-BAHUS JOKYMEHTOB U JPYrue TEXHUYECKUE CPEACTBA
00paboTKu peueBoil, rpaduueckoil, Buieo- 1 OyKBeHHO-IIU(GPOBOH HHPOPMAIIHH),
IIpOrpaMMHBIE CpeicTBa (ONepaliOHHbIE CUCTEMBI, CUCTEMBI YIIpaBJIeHUs 0a3aMu JaHHBIX U
T.I.), CPEJCTBA 3AIIUTH HHPOPMAIIUH, IPUMEHSIEMbIE B HHPOPMAIIMOHHBIX CUCTEMAX.

IlepexBaT (MH(pOpManMu) — HEIPABOMEPHOE MOJyYeHUE UHPOPMAIIIH C
HCIOJIb30BaHNEM TEXHUYECKOTO CPEJICTBA, OCYIIECTBRISIONIET0 OOHAPYKEHHE, TPUEM U
00paboTKy HH()OPMATHBHBIX CUTHAIIOB.

IlepconasibHble JaHHbIE — J1I00asg HH(OPMALIHS, OTHOCSIIASICS K OMPEIeICHHOMY WU
oTpenesieMOMY Ha OCHOBAaHHHU TakoW MHQPOpMaIuH GpusndeckoMy JHIy (CyObeKTy
MEPCOHANBHBIX JaHHBIX), B TOM YHCIIE €ro (pamMIlins, UMsl, OTIYECTBO, T'OJI, MECHI], 1aTa U MECTO
POXKIEHUS, apec, CEMENHOE, COLMaIbHOE, UMYIIECTBEHHOE MOJI0XKEHNE, 00pa30BaHue,
npodeccus, 10X01bl, Apyras HH(OpMAIIHSL.

ITo0o4HbIe 3JIEeKTPOMATHUTHBIE U3JIY4YeHHS U HABOJAKH — DJIEKTPOMArHUTHbBIE
U3ITyYEHHUS] TEXHUYECKUX CPEJICTB 00pabOTKH 3aluiaeMoil HHpopMaly, BOZHUKAIOIINE KaK
n00OYHOE SIBIIEHUE U BbI3BaHHbIE AIEKTPHUECKUMH CUTHATAMU, IEHCTBYIOIIMMHU B UX
AIIEKTPUUYECKUX U MAarHUTHBIX LIEMAX, a TAKXKE FIEKTPOMArHUTHbIE HABOJKH ITHX CUTHAJIOB HA
TOKOIPOBOIAIINE JIMHUHU, KOHCTPYKIIUU U LIENTU TUTaHUS.

IMosmTHKA «4MCTOrO CTOJIA» — KOMIIJIEKC OPraHU3al[MOHHBIX MEPONIPUATHH,
KOHTPOJIMPYIOIIMX OTCYTCTBUE 3alIMChIBaHUS Ha OyMaXKHbI€ HOCUTENH KJIH04Yel u aTpuOyToB
JocTyna (maposieil) 1 XpaHeHus: MX BOJU3U 00BEKTOB JIOCTYTIA.

ITosb30BaTesib MHPOPMAIIMOHHOM CHCTEMBbI EPCOHATBHBIX JAHHBIX — JINIIO,
y4yacTBytoliee B (QyHKIIMOHUPOBAHUU HH(POPMAITMOHHON CHCTEMBbI IEPCOHATBHBIX JaHHBIX UIIH
HCIOJIb3YIONIEE PE3YNIbTaThl €€ (PYHKIIMOHUPOBAHUS.

IIpaBuia pasrpaHn4yeHns 10CTyNa — COBOKYITHOCTb IIPABUJI, PETJIAMEHTUPYIOIINX IIPaBa
JIOCTYTIa CYObEKTOB IOCTyTMa K 00beKTaM JI0CTyTIA.

IIporpamMmmHuas 3aky1agka — KoJ IporpamMmsbl, IPEJHAMEPEHHO BHECEHHBIN B IPOTPAMMY C
LEJIbI0 OCYILIECTBUTh YTEUKY, U3BMEHUTh, OJIOKHPOBATh, YHUUTOXKUTH HHPOPMAILIUIO WU
YHUYTOXXUTh U MOAU(DUIIMPOBATH TpOrpaMMHOE obecrieueHne nH(HOPMAIIMOHHON CUCTEMbI
MEePCOHAIBHBIX JaHHBIX U (WJIK) OJIOKUPOBATh anmnapaTHbIE CPEICTBA.

IIporpamMmmHoe (MpOorpaMMHO-MaTeMaTH4YeCKOE) BO3AeHCTBHE — HECAHKIIMOHUPOBAHHOE
BO3/ICIICTBHE HAa PECypChl aBTOMAaTU3UPOBAaHHON MH(GOPMAITMOHHON CUCTEMBI, OCYLIECTBIIIEMOE
C MCNOJIb30BAaHUEM BPEJOHOCHBIX MPOTrpamMM.



PackpbiTHE NepCcOHATBHBIX JaHHBIX — YMBIIIICHHOE WIH CIy4yailHOoe HapylleHue
KOH(HICHIIMATILHOCTH MEPCOHATBHBIX JaHHBIX.

PacnpocTpaHeHue nepcoOHAJbHBIX JAHHBIX — JICHCTBUS, HANPaBJICHHbIE HA MIepeavdy
NEPCOHATBHBIX JAHHBIX ONPEACICHHOMY KPYTY JUII (IIepeada mepcoHalbHbIX TaHHBIX) WU Ha
03HAKOMJICHHE C MIEPCOHATBbHBIMU JaHHBIMU HEOTPAHUYEHHOT'O KpyTa JIUIl, B TOM YHCIIE
00HapOoI0BaHKUE NIEPCOHANBHBIX JIAHHBIX B CPEJCTBAX MACCOBOM MH(OpMALINK, pa3MeIICHIE B
MH(}OPMaLMOHHO-TEIEKOMMYHUKAIIMOHHBIX CETSIX WM MPEIOCTaBlIEHUE I0CTYIA K
NEPCOHATBHBIM JaHHBIM KaKUM-JTHO0 UHBIM CIIOCOOOM.

Pecypc nnpopManinoHHo# cucTEMbI — HMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO,
NPUKJIQJHOTO WM allapaTHOro odecnedeHus pyHKIMOHNPOBAHUS HH(DOPMAIIHOHHON CHCTEMBI.

CrnenmnajbHble KATErOpMHU MEPCOHAIBHBIX JAHHBIX — IEPCOHANBHBIE TaHHBIE,
Kacarollrecs: pacoBO, HAIIMOHAILHOW PUHAIICKHOCTH, MTOJUTHYECKUX B3TJIAI0B,
PEJIUTHO3HBIX WU PUIOCO(PCKUX YOKACHU, COCTOSTHUS 3J0POBbS 1 UHTUMHOM KU3HU
CyObeKTa IepCOHANTbHBIX JAHHBIX.

CpencTBa BHIYHCIUTENbHON TEXHUKHU — COBOKYITHOCTH IPOTPAMMHBIX M TEXHHUUYECKUX
AJIEMEHTOB CUCTEM 00pabOTKH JaHHBIX, CIIOCOOHBIX ()YHKIIMOHUPOBATH CAMOCTOSITEIIHHO HITH B
COCTaBe APYTUX CHCTEM.

Cy0bekT noctyna (cy0beKT) — JIMIO WM MPOIIECC, IEUCTBHUS KOTOPOTO
perJaMeHTUPYIOTCS MPaBUIaMH pa3rpaHUYEHUS IOCTYyIA.

TexHuyeckuii KaHaJ yTe4KUd UHPOPMAIIMU — COBOKYITHOCTh HOCHTEISI HH(POpMAIHH
(cpencTBa 00pabOTKH), GU3HUUECKON Cpe/ibl paclipocTpaHeHrss HHPOPMATHUBHOTO CUTHAJIA U
CPEeACTB, KOTOPBIMH JOOBIBACTCA 3alMIaeMast HHPOpMaIus.

TpancrpannyHasi nepeaaya MepcoHAJbLHBIX JAHHBIX — [Iepeiaya MepCcOHaIbHBIX
JIaHHBIX oniepatopoMm udepes ['ocynapcrBenHyto rpanuny Pocculickon denepanuu opraty Bl1acTu
WHOCTPAHHOTO IrOCYIapCcTBa, (PU3NUECKOMY UITU IOPUINYECKOMY JIUIY MHOCTPAHHOTO
rocyapcTBna.

Yrpo3bl 6€301aCHOCTH NMEePCOHATBHBIX JAHHBIX — COBOKYITHOCTh YCIIOBHH U (PaKTOPOB,

CO3JIA0IIMX ONAaCHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCJIE CIy4aiiHOr0, JO0CTyIa K
NEPCOHAIBHBIM JIaHHBIM, PE3YJIBTaTOM KOTOPOT'O MOXET CTaTh YHUUYTOKEHUE, U3MEHEHUE,
0JI0KHpOBaHKE, KOMPOBAHHUE, PACIPOCTPAHEHHE NTEPCOHATIBHBIX JAHHBIX, a TAK)KE UHBIX
HECaHKIMOHUPOBAHHBIX JIEHCTBUH MpU UX 00paboTKe B MH(OPMALMOHHON CHCTEME
NEPCOHAIbHBIX JaHHbBIX.

YHUUTOXKEeHNEe NePCOHATBHBIX JAHHBIX — JICUCTBHUS, B PE3YJIbTAaTE KOTOPHIX HEBO3MOXKHO
BOCCTAaHOBUTH COJIEP’KaHUE MEPCOHATIBHBIX JAHHBIX B HH(OPMALlMOHHON CUCTEME
NIEPCOHAIBHBIX JaHHBIX WJIU B PE3YJIbTaTE€ KOTOPBIX YHUUTOXKAKTCSI MaTEpUAIIbHBIE HOCUTENN
NEPCOHAIbHBIX JaHHbBIX.

YTeuka (3ammmaeMoi) HHPOPMALMH 10 TEXHUYECKHM KAaHAJIAM —
HEKOHTPOJINPYEMOE pacpoCTpaHeHne HHPOPMAIIUU OT HOCUTEIS 3allliiiaeMoi HHPOpMaun
yepe3 PU3NUECKYI0 cpelly 0 TEXHUUYECKOro CPECTBA, OCYIIECTBISAIOLIETO MepexBar
uH(pOpMaLIUH.

Yupesknenune — yupex1eHUs 3[paBOOXPAHEHUs], COLUAIBHOM chepbl, Tpyla U 3aHSATOCTH.

Ya3BUMOCTD — CJ1a00CTh B CPEJCTBAX 3aIUTHI, KOTOPYIO MOXHO MCIOJIb30BaTh AJIs
HapyILIEHHUs CUCTEMBI WIIM coJiepKalleiics B Heil nH(opMaIHH.

HenocTHoCTh HHpOPMALUM — CTTOCOOHOCTH CPEICTBA BBHIUUCIUTEIFHON TEXHUKHU WA
aBTOMATH3UPOBAHHOM CUCTEMbI 00ecrieunBaTh HEM3MEHHOCTh HH(OPMAIIMU B YCIOBUSX
CIIy4aifHOTO W/WJIM MIpeIHaMEPEHHOT0 UCKaXeHUs (Pa3pyLICHUs).



O003HaYeHNsI M COKPALLIEHUS:

ABC — anTHBUpYCHBIE CPELICTBA

APM — aBTOMaTH3UpPOBaHHOE paboyee MECTO

BTCC — BcriomoraTesibHbIE TEXHUYECKHE CPEICTBA U CUCTEMBI
NCTIIH — nadopmanmoHHas CuCTeMa EPCOHATBHBIX JTAHHBIX
K3 — xonTponaupyemas 301a

JIBC — nokanbpHast BBIYUCIUTENIbHAS CETh

MD — mexceTeBoi 3KpaH

HCJI — HecaHKIIMOHUPOBAHHBIN TOCTYI

OC — onepanrioHHas cuctremMa

[1/In — nmepcoHabHbIEC TaHHBIC

IIMB — mporpaMMHO-MaTEMaTUYECKOE BO3AECHCTBHE

ITO — nporpamMmHOe oOecieueHe

[IDMUH — no6ouHbIe 37IEKTPOMArHUTHBIE N3TyYCHUS U HABOJIKH
CA?3 — cuctema aHajamu3a 3aUIleHHOCTH

C3U — cpencTBa 3amuThl HHPOPMAITUH

C3I1du — cucteMa (moJcucTeMa) 3alUThl IePCOHATBHBIX JaHHBIX
COB — cuctema 00Hapy>KeHUsI BTOPKEHUI

TKY U — TexHuueckue KaHaibl yTeUKu HHGOpMaIuu

YBII/IH — yrpo3bl 6€30MacHOCTH MEPCOHANBHBIX JaHHBIX



BBEJEHUE

Monenb yrpo3 1 MOJIeNb HApyIIUTEIIsd 0€30MacHOCTH MEPCOHANIBHBIX JaHHBIX (ajee — Mojens) npu
ux 06pabotke B UCII/IH rocynapcTBEHHOTO O101>KETHOTO JOUIKOJIBHOTO 00pa30BaTEIbHOTO
yupexaeHus aerckuid cag Ne 85 IlenrpanpHoro pationa Cankr-IlerepOypra cTpouTcs Ha OCHOBaHUN
Otuera 0 pe3yabTaTax MPOBEACHUS BHYTPEHHEH TPOBEPKH.

B Monenu npeacrasieno onucanue crpykrypbl MCII[IH, coctaBa u pexuma odpadbotku I1/1H,
KJIacCU(UKAIMIO MOTEHIHAIBHBIX HAPYIIUTENEH, OIIEHKY HCXOJHOTO YPOBHS 3aIIUIIEHHOCTH,
aHanmu3 yrpo3 0e30MacHOCTH NePCOHATBHBIX TaHHBIX.

Anamm3 YBII/{x BKIoUaeT:

- Onucanue yrpos.

- OueHkKy BepOsSITHOCTA BOSHUKHOBEHUS yTPO3.
- OneHky peain3yeMoCTH yrpo3.

- O1eHKy OaCHOCTH yTPO3.

- OmnpeneieHne akTyalbHOCTH YIPO3.

B 3aKk/Nt04eHUN flaHbl peKOMEeHAALUMN MO Mepam 3aLMTbl A1 YMEHbLIEHMSA ONacHOCTM aKTya ibHbIX
yrpos.



1 UCII/JIn <Ha3zBanue UCIIAn>
1.1 Ctpykrypa UCII n

Tabnuna 1 — [Napamerpst UCIn Tunosas nHpopMaMOHHAs CUCTEMA
3aaHHbIe XapaKTEPUCTUKU OE30MMaCHOCTH
MEPCOHAJIBHBIX JAHHBIX

CrpykTypa HHGOPMALMOHHONW CHCTEMBI ABTOMaTH3MPOBAHHOE paboyee MECTO

[TonkmoueHne HHOOPMAITMOHHON CHCTEMBI K HE UMEETCA
CETSIM O0IIETro MOJB30BaHUS U (WIH) CETSIM
MEXKIYHAPOIHOTO HH()OPMALIMOHHOTO OOMEHa

Pexxnm 06pabOTKM NIEPCOHATIBHBIX JaHHBIX OnHOMOIB30BaTEILCKAS

Pexxum pazrpanuuenust npas J0CTyIa Cucrema c pa3rpaHU4€HHEM J10CTYIIa
II0JIB30BaTENEH

MecToHax0XK/IeHUE TEXHUYECKHUX CPEACTB Bce TexHuueckue cpeacTsa HaXoAsATCs B Ipe-
WH(POPMAITMOHHOW CUCTEMBI nenax Poccuiickoit @enepanun
JononaurenbHas nHGOpMAaIys K nepcoHanbHBIM JaHHBIM MIPEABSABIAETCS

TpeOoBaHME LIEJTOCTHOCTHU U (MJIM) JOCTYITHOCTH

1.2 CocTaB M CTPYKTYpa NEPCOHATbHBIX TaHHBIX

B UCTI/In oOpabaTsiBaroTCs ClieAyrolue nepCcoHalbHbIe TaHHbIE 00yJaloIuXCs:
1. ®.1.0. obyuaromierocs;

. J1aTa POXKICHUS;

. MECTO POXKICHHUS,

. CTpax0oBOE€ CBUJIETEIHCTBO TOCYIAPCTBEHHOT'O IIEHCHOHHOTO CTPaXOBAHMUS;
. TaHHBIE MEJIUIIMHCKOTO TOJIKCA;

. JaHHBIE CBUICTEIIHCTBA O POXKICHUU;

. JaHHBIE CBUAETEIHCTBA O PETUCTPALIMU IO MECTY KHUTEIbCTBA;

. TPKIaHCTBO;

9. ®. N.0O. poauteneii (3aKOHHBIX MPEICTAaBUTENCH);

10. naHHBIE O COCTAaBE CEMbBHU;

11. xonTakTHBIC TENEPOHBI POIUTENEH (3aKOHHBIX MPECTaBUTENEH);

12. cBeneHus 0 MECTE KUTEIIbCTBA;

13. rpynna;

14. popma oOyueHus;

15. cBenenus 06 yaeOHOM MPOIIECCE;

16. pe3ynbTaThl TEKYIIETO MOHUTOPUHTA;

17. naHHBIE O MOCEIIAEMOCTH;
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B UCTI/In oOpabaTeiBaroTCs CleAyolue NepCcoOHalbHbIE JaHHBIE COTPYTHUKOB:
. ®.N.0. paboTHuKa;

. JlaTa pOXKACHMUS;

. MECTO POXKACHHUSI,

. TPaX/1aHCTBO;

. CBEJICHUSI O COCTaBe CEMbU (MYX/)KEHa, IeTH);

. CBEJICHUSI O COCTOSIHUM 3/10pPOBbSI;

. hoTorpadus;

. TaCIIOPTHBIE JaHHbIE (CEepHsl, HOMEp NMacropTa, KeM U KOr'/ia BbIJIaH);

9. cTpaxoBO€ CBUAETEIHCTBO FOCYAAPCTBEHHOTO MEHCHOHHOTO CTPAXOBaHMS;
10. cBuperenscTBO 0 mpucBoenun MHH;

11. ganusie CHUJIC;
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12. 1OKyMEeHTBI BOMHCKOIO yueTa (KaTeropus 3araca, BOMHCKOE 3BaHHE, KaTeropHsi TOIHOCTH K
BOCHHOU CTy»k0e, HHPOpMAITUsI O CHATUU C BOMHCKOTO y4eTa);

13. nokymeHT 06 00pazoBaHUU (HaUMEHOBaHHE 00PA30BATEIBHOIO YUPEKICHHS, CBEICHUS O
JIOKYMEHTaX, MOATBEPKIA0IIe 00pa3oBaHNe: HAMMEHOBAHHUE, HOMEP, JlaTa BBIJAYH,
CHEIHUAIbHOCTb), O KBAIU(UKAIIMY UITN HATUYUU CHEIMAIbHBIX 3HAHUM;

14. TpynoBasi KHUXKKa;

15. nanHBIC O IPHIEME HA padoTY;

16. cBeneHus o repeBojiax Ha APYTyro paboTy;

17. cBeneHus 00 aTTeCTaluu;

18. cBeeHus O MOBBIMICHUY KBaTU(UKALINN;

19. cBenenus o mpodeccuOHATFHON MEePENOATrOTOBKE;

20. cBeIeHUS O TPYIOBOM CTa)e pabOThI;

21. cBeeHuUs O MEJArOrMYECKOM CTa)Ke paboThI;

22. cBeIeHUA O Harpajaax, MeAalsix, MOOIIPEHHIX, TOYETHBIX 3BAaHUSX;

23. cBeneHus 00 OTITyCKaXx;

24. cBeIeHUs O COIUANIbHBIX TAPAHTHUSAX;

25. cBeIeHUS O MECTE )KUTEIIHCTBA,;

26. cBeZIcHUsI 0 KOHTAKTHBIX Tele(oHax;

27. cBeneHus 00 yueOHOU HArpy3Ke.

Hcxons u3 coctaBa 00padaThIBaeMbIX NEPCOHATIBHBIX JAHHBIX, MOXKHO CZeJIaTh BBIBOJ, YTO OHU
OTHOCSITCS K 2 KaTeropuy NMepCcoHATbHBIX JAHHBIX, T.€. K JIaHHbIM, [103BOJISIOIINM
UAECHTU(PHUIHUPOBATH CYOBEKT MEPCOHAIBHBIX JAHHBIX U MOIYYUTh O HEM JONOJHUTEIbHYIO
MH(pOpPMaLIMIO, 32 UCKIIIOYEHUEM [TEPCOHAIBHBIX TAHHBIX, OTHOCAILIMXCS K KaTeropuu 1.

O6beM 00pabaThIBacMBbIX MEPCOHANBHBIX JAaHHBIX, He npeBbimaeT 1000 3anuceit o cyobekTax
NEPCOHANBHBIX JaHHBIX. O0beM 00pabaThIBA€MBIX MEPCOHAIBHBIX TaHHBIX — 3.

1.3. Kondurypauus UCII/In

Ha pucynke 1 npezacraiena koHdurypauus koHTpoiaupyemoit 30861 UCIT/IH.



[Tnan 1-ro staxka 'BJIOY Ne 85

Pucynox 1 - Konmponupyemas 30na T'BJIOY Ne85,
r. Cankr-ITetepGypr, yi. 3axapbeBcKas, 35A

Ha pucynke 2 npencrasieHo tepputopuaibHoe pacnosoxenue UCII/IH otHocuTensHO
KOHTPOJIMPYEMOH 30HBI.
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1.4 Ctpykrypa oopadorku I1/In

B UCIIAu I'BAOY netckwuii cag Ne 76 LlentpansHoro paitona CI16 o6paboTka nepcoHaIbHBIX
JaHHBIX MpeAyCMaTPUBAET CIEAYIOIINEe AeHCTBU: cOOp, CUCTeMaTH3allts, HAaKOIUICHHUE,
XpaHeHue, yTouHeHue (0OHOBJICHHE, U3MEHEHNE), UCIIOJIb30BaHKE, PACIIPOCTPAHECHUE (B TOM
yHclie epeaady), 00e3nnuuBanue, 0JI0KUpOBaHUE, YHUUTOKEHUE IEPCOHANIBHBIX JaHHbIX.

1.5 Pexxum o0padorku I1/{n

B UCII[dua I'BAOY nerckuii cag Ne 76 LlentpansHoro paitona CII6 06paboTka mepcoHaIbHBIX
JTAaHHBIX OCYILLECTBIISIETCS B OJHOIIOJIb30BATEIbCKOM PEXHUME C pa3rpaHUUEHUEM MIPaB JOCTYIIA.
Bce nonwzoBarenu UCITJIH nmeroT co6cTBeHHBIE posid. CIIMCOK THIOBBIX POJICH MpECTaBICH B
BUJIC MAaTPUIIBI OCTYIA B TaOIHIIE 2.

Tabnuna 2 — Matpuia gocrymna

I'pynma Ypogens goctyna k [1/1x Pazpemennsie CoTtpynHuk
JEHUCTBHS
Anvunauctpatop | O6mamaer MoJHON - cobop 3aBeayomuii,
UCIIIx uHpOpMaIMeil 0 CHCTEMHOM U | - CUCTEMaTH3alMsl | JOKYMEHTOBE
MIPUKJIATHOM ITPOTPaMMHOM - HaKOIUJICHHE
obecneuennu UCII/IH. - XpaHEeHHe
Ob6nanaeT momHOU - YTOYHEHHE
uH(pOpMaIei 0 TEXHUIECKUX | - UCIOJIb30BAHUE
cpencTBax U KoH(puUrypauu - YHUUYTOKEHUE
NCIIdH.
Nmeet noctyn Ko BceM
TEXHUYECKUM CPEJICTBAM
00paboTku MHpopMaIK U
nanaeiM UCITIH.
Ob6nanaet mpaBaMu
KOH(pUIypUpOBaHUS U
aJIMUHHUCTPATUBHON
HACTPOMKHU TEXHUYECKHUX
cpeacts UCII/In.
Anvmunuctpatop | OGnagaer npaBamu - cOop 3aBenyromnid,
0€30I1aCHOCTH Anmunnctparopa UCITH. - cucreMaTu3anua | 3am.3aB. 1o YBP
Ob6nanaet nmomHOU - HaKOIIJICHHE
u"dopmarmeit 06 UCIT/IH. - XpaHeHHe
Hwmeet noctyn Kk cpeacTsam - YTOUHEHHE
3aIuUTHl THPOPMAITIH U - HCTIOJIb30BaHUE
MPOTOKOJIUPOBAHUS M K YACTH | - YHHUTOKEHUE
KJIFOUEBBIX 3JIEMEHTOB
NCTIH.
He umeer npas noctyna k
KOH(HUTYpHPOBAHUIO
TEXHUYECKUX CPEJICTB CETH 3a
WCKJTIOYCHHEM KOHTPOJIbHBIX
(MHCTIEKIIMOHHBIX ).
OrnepaTtopsbl Ob6nmamgaer BceMu - ICTIOJIb30BaHUE | YYUTEINS -IOTONE b
NCIIdn ¢ HEOOXOIMMBIMH aTpUOyTaMu U
NpaBaMH YTEHHUs | paBaMH, 00eCTIeUHBAIOIIUMU
JIOCTYN K moaMHOKecTBy [1]1H.




1.6 Knaccudukauusi HapymmTeJiei
ITo npusnaky npunamiexsoctu Kk UCIIJIH Bce HapymmTenu Oenarcs Ha ABE TPYIIIbL:
e BHEIIHWE HAPYIIUTENN — (PU3HUYECKHE JHIIA, HE UMEIOIIUE MpaBa MpeObIBaHus Ha
TEPPUTOPUU KOHTPOIUPYEMOH 30HBI, B IIpeesiax KOTOPOH pa3MeliaeTcst 000pyroBaHue
NCTIH;

e BHYTPEHHHE HAPYUIUTENH — (PU3HUECKUE JIUIIA, UIMEIOIIHE MTPaBO MPEObIBAaHUS HA
TEPPUTOPUHU KOHTPOJIMPYEMOI1 30HBI, B Ipeiesiax KOTOPOi pa3zMelaeTcst 000py0BaHHe
NCTI/n.

1.6.1 BHemHuii HApYIUTEIb

B kauecTBe BHEIIHETO HAPYIIUTENS HHPOPMALIMOHHOM 0€301MacHOCTH, pacCMaTpUBaeTCs
HapYIIUTEIh, KOTOPHII HE UMEET HeMOCPEICTBEHHOTO JIOCTYIA K TEXHUYECKUM CPEJICTBAM U
pecypcam CUCTEMBI, HaXOJAIIMMCS B IIpeieaX KOHTPOIUPYEMOM 30HBbI.

[Ipenmonaraercs, 4YTo BHEIIHUIA HAPYIIUTEIh HE MOKET BO3/ICHCTBOBATH Ha 3aLIUIIAEMYIO
UH(POPMALIKIO IO TEXHUYECKUM KaHajlaM YTE€UKH, TaK Kak 00beM nH(pOpMaINK, XPAaHUMOW U
obpabateiBacmoii B UCII/IH, sBJIIETCSI HETOCTATOYHBIM ISl BO3MOYXHOM MOTHBAIIUH BHEITHETO
HapyIIUTENSA K OCYIECTBICHUIO ICUCTBUH, HAIIPABJICHHBIX YTEUKY HH(OPMAIIUH TI0
TEXHUYECKUM KaHaJaM YTEUKH.

IIpeanonaraercs, 4TO BHEIIHUN HAPYLIUTENb MOKET BO3/I€HCTBOBATh HA 3ALIUILAEMYIO
nH(}OPMAILIKIO TOJIBKO BO BpeMs €€ Mepeaadn Mo KaHalaM CBSI3U.

1.6.2 BHyTpeHHUIi HAPpYIIHUTE/b
Bo3MOxkHOCTH BHYTPEHHETO HAPYLIUTEIS CYILIECTBEHHBIM 00pa30M 3aBUCAT OT
JEMCTBYIOIIUX B MIpe/iesiaX KOHTPOJIUPYEMO 30HBI OTPaHUYUTENLHBIX (PAKTOPOB, U3 KOTOPHIX
OCHOBHBIM SIBJIIETCS PeAIN3alysl KOMIIIEKCA OPTraHU3allMOHHO-TEXHUUECKUX MEP, B TOM YHCIIE
10 0100y, PACCTAHOBKE M 00ECIIEYEHUIO BRICOKOW MPO(PECCHOHATLHOMN MTOATOTOBKHU Ka/IPOB,
JIOMYCKY (PM3NYECKUX JIUL] BHYTPh KOHTPOJIUPYEMOM 30HBI U KOHTPOJIIO 32 MOPSAIKOM
poBeIeHUS paboT, HAIPABJICHHBIX HA MPEIOTBPALICHNE U ITPECEYCHNE HECAHKITMOHUPOBAHHOTO
JoCTy1a.
Cucrema pasrpanunuenus goctyna UCI/Ix
NCIIIH oGecrieunBaeT pa3rpaHnyeHue Mpas MMoJIb30BaTeNeil Ha J0CTyN K
MH(OPMaLMOHHBIM, IPOTPAMMHBIM, anmnapaTHbIM U Apyrum pecypcam UCII/IH B cooTBeTcTBUM
C MIPUHATOHN MONUTHKON MH(POPMaMOHHON O6e3onacHocTH (mpaBuiiamu). K BHyTpeHHUM
HapYIIUTEISIM MOTYT OTHOCUTHCS:
e anmunuctparopsl UCIIIu (kamezopus I);
®  AJMHUHUCTPATOPbI KOHKPETHBIX NojcucteM uinn 6a3 nanubix UCII/IH (kamezopus
I1);
e nonb3oBarenu UCTIIu (kamezopus III);
® [I0JIb30BATEIH, SIBJISIFOIIAECS BHELIIHUMH 110 OTHOLIEHUIO K KOHKpeTHOH AC
(kamezopus IV),
e 1A, 00JIaaroIIre BO3MOXKHOCTBIO JIOCTYIIA K CUCTEME Mepeaadn JaHHbIX
(kamezopusa V);
e cotpyanuku JIITY, umeromye caHKIMOHUPOBAHHBIN JOCTYII B CIIYKEOHBIX LEISIX B
MOMEILEHUS, B KOTOPbIX pazMemiarotcs anemenTsl UCII/IH, Ho He nMeromue npasa
noctyna K HuM (kamezopus VI),
e oOcnyxuBaromuit nepconan JIITY (oxpana, paOOTHUKN MH>KEHEPHO—TEXHUYECKHUX
ciyx0 u T.1.) (kamezopus VII),
e YIOJHOMOYEHHbIN nepcoHan pa3padorunkoB UCII/IH, kKoTopsklil Ha JOrOBOPHOMH

OCHOBE MMEET MIPABO HAa TEXHUYECKOe 00CTY)KMBAHNE U MOIU(DUKAIIUIO
xommoneHToB UCII/Iu (kamezopus VIII).



Ha nui kateropuii I u 11 Bo3710keHbI 3aa4M IO aAMUHUCTPUPOBAHUIO IPOrPaAMMHO-
anmapatHbIx cpeacTB u 6a3 qanabix MCII/IH muist uaTerpanumn u ooecrneyeHus B3auMOoIeHCTBUS
pasznuyHbIX noacucteM, Bxoasauux B coctaB UCII/IH. AAMUHUCTPATOPBI TOTEHIMATBHO MOTYT
peanu3oBbIBaTh yrpo3bl b, HCnoib3ys BO3MOKHOCTH 10 HEIOCPEACTBEHHOMY JIOCTYITY K
3amuiaeMoi nHpopmaiu, oopadareiBaemMoit U Xxpanumon B UCII/[H, a Takke K TEXHUYECKUM
u nporpammubIM cpenctBaM MCII/IH, Bkitodas cpeicTBa 3aluThl, HCIOIb3yEMbIE B
KOHKpeTHbIX AC, B COOTBETCTBUU C YCTAHOBJIEHHBIMU U1 HUX aIMUHUCTPATUBHBIMU
MTOJTHOMOYHSIMH.

OTH M2 XOPOILIO 3HAKOMBI C OCHOBHBIMH aJITOPUTMAMHU, TPOTOKOJIAMH, PEATIM3YEMBIMU U
UCIIOJIb3YeMBbIMH B KOHKpeTHbIX nojcuctemax v MUCII/x B 1ienom, a Takke ¢ IpUMEHsIeMbIMU
MPUHIIMIIAMU U KOHLIETIIHUAMU 0€30IacHOCTH.

[Ipenmonaraercs, 4T0 OHA MOTJIHM ObI HCIIOJIB30BATh CTAaHAAPTHOE 000PYIOBaHUE JINOO TS
uAeHTU(PUKAINY YSI3BUMOCTEH, Trubo ans peanuzanuu yrpo3 Ub. JlanHoe o6opynoBaHie MOXeET
OBITH, KaK YaCThIO IITATHBIX CPEJICTB, TAK U MOXKET OTHOCUTHCS K JIETKO MOJIy4aeMOMY
(Hampumep, IporpaMMHOe 0OecriedeHre, MOTyYeHHOE U3 O0IIEOCTYITHBIX BHEITHUX
HWCTOYHUKOB).

Kpowme Toro, npeamnonaraercsi, 4To 3TH JUIAa MOTJIA OBl pacIioyiaraTh
CIIEIUATTU3UPOBAHHBIM 000PYIOBaHUEM.

K nuuam kareropuii [ u Il BBuay ux uckimounrensnoit poiau B UCIIJIH nomxen
MPUMEHSTHCSI KOMITJICKC 0COOBIX OpraHU3allMOHHO-PEKUMHBIX MEP IO UX MOJ00PY, MPUHATHIO
Ha paboTy, HA3HAYEHUIO Ha JIOJDKHOCTh U KOHTPOIIIO BBHIOJHEHUS (PYHKIIMOHAIBHBIX
00s13aHHOCTEH.

[Ipenmonaraercs, 4ro B uncio jull kateropuit [ u I 6yayT BKIIIOUaTHCS TOJIBKO
JIOBEPEHHBIEC JIMIIA U TTO3TOMY YKAa3aHHBIE JIMIA UCKITFOYAKOTCS U3 YMCIIa BEPOATHBIX
HapyluTesnen.

IIpeanonaraercs, uyro ymna kareropuit I11-VIII oTHOCATCS K BEpOATHBIM HapyLIUTEISIM.

[Ipeanonaraercsi, 4TO BO3MOKHOCTbh CTOBOPA BHYTPEHHUX HapYLIUTENEH MaloBEpOsITHA

BBUAY IIPUHATBHIX OPraHU3alIMOHHBIX U KOHTPOJUPYIOIIUX MEP.

1.6.3 Ilpeanosoxenns 00 uMeroeiicst y Hapymuresisi ”HGopMannu 06 00beKTax peajau3anun
yrpos
B xauecTBe 0OCHOBHBIX ypoBHEH 3HaHMM HapymTeneit 00 AC MOKHO BBIJICIIUTD CIEIYIOIINE:

®  00was ungopmayus — UHGoOpMaIUHU 0 Ha3HaYeHUs U oOumx xapakrepuctukax UCII/IH;

®  OKCHAYAMAayuoHHAas ungopmayus — THPOPMaLKs, MOITydYeHHAast U3 FKCIUTYaTalluOHHON
JIOKYMEHTAIUH;

® yygcmeumenvHas ungopmayus — THGopMaIus, TOMOTHSIIONIAs SKCIUTyaTallUOHHYIO WH-
dopmaruto 06 UCTI/In (Hanpumep, cBeaeHus u3 npoektHor gokymeHTaruu UCIIIH).
B wacTHOCTH, HApYIIUTETH MOXKET UMETH:
e J1aHHBIC 00 OpraHu3aIluu PaboThl, CTPYKTYPE U UCIIOIB3YEMBIX TEXHUUECKHUX,
MPOrpaMMHBIX U ITporpaMmmMHo-TexHuueckux cpeacrsax MCII/IH;

e cBezeHus 00 nadopmanoHHsix pecypcax UCII/IH: mopsAaoK U npaBuiia CO3JaHus,
XpaHEHUs U nepeaadu HHPOopMauu, CTPYKTypa U CBOMCTBA HH(OPMALIMOHHBIX TOTOKOB;

[ ] JAHHBIC 06 YSISBHMOCTSIX, BKJIFO4as JaHHBIC O He)]OKyMeHTI/IpOBaHHBIX (He}leKHapHpOBaH'
HBIX) BO3MOXHOCTAX TCXHHUYCCKHX, HpOrpaMMHBIX nu HpOFpaMMHO-TCXHI/ILICCKI/IX CpCI[CTB
VCTI/Tx;

e jaHHbIE 0 peanu3oBaHHbIX B [IC3U npuHIMnax u anroputMax;
® 1CXOJIHBbIE TeKCThI porpaMmuoro odecneuenus UCII/IH;
e CBEJIEHUS O BO3MOXKHBIX KaHAJIaX peaIn3alvy yrpos;

e uH(pOpMaIHIO 0 criocodax pearn3aluu yrpos.



IIpennonaraercs, yto nuia kareropuu III u kareropuu IV BianeroT TOIbKO
HKCIUTyaTallMOHHON MH(OpPMAIUel, 4To obecreunBaeTcs Oprann3aluoHHbBIMU Mepami. [1pu
9TOM JInIa KaTeropuu IV He BIIaJIeloT MapoIbHOM, ayTEHTU(UIUPYIOIICH M KIHOUYEBOM
uHpopmanuei, ncnoiapzyemoii B AVIC, K KOTOPBIM OHU HE UMEIOT CAHKIIMOHUPOBAHHOTO
JIOCTYTIA.

[Ipenmnonaraercs, 4yTo JIMLa KATETOPUU V BIAJACIOT B TOW WJIM HHOM YaCTH YyBCTBUTEIIBHOMN
U DKCIUTyaTallMOHHOM nH(popMaLueil o cucteme rnepeaayu HHGopmauu u ooieilt uupopmariueit
00 AVIC, ucnonp3yronmx 3Ty CUCTeMY Tepeadn HH(HOPMAIIUU, 9TO 00SCTICYNBACTCS
OpraHu3alMoHHbBIMU MepaMu. [Tpu 3ToM muna kareropun V He BIaACOT NApOJIbHON U
ayreHTUUIMpyromei nadopmarmeit, ucrnonszyemoit B AUC.

[Ipennonaraercs, yto nuia kareropuu VI u nuua kateropunt VII mo ypoBHI0 3HaHUH HE
IIPEBOCXOAT JIMIIA KaTeropuu V.

[Ipeanonaraercs, uro jmma kateropuu VIII obnanarot yyBcTBUTEIBbHON HHGOpMaIueii 00
NCIIx u pyHkumoHanbHO opueHTHpoBaHHBIX AVC, BKIIO4as HHPOPMALIUIO 00 YSI3BUMOCTSX
TexHu4YecKux u nporpaMmmubix cpencts MCII/IH. Oprann3anuoHHbIME MEpaMU MIPEATIOIAraeTCs
UCKIIIOUUTH JocTyn aul kateropuu VIII k TexuuueckuMm u nporpammubiM cpeacrtsam UCII/IH B
MOMEHT 00pabOTKHU C MCIOIb30BAaHUEM STUX CPEJICTB 3aIUIIAeMOIl HHPOPMAIIHH.

Takum ob6pazom, Haubosee nHpopmupoBanHbIMU 00 AVC siBnsitorcst nma kareropuu 111
nuia kareropun VIII.

Crenenp HHGOPMHUPOBAHHOCTH HAPYIIUTENS 3aBUCUT OT MHOTHX (DaKTOPOB, BKIIIOYAs
peanu3oBanHble B 'BJIOY KOHKpeTHbIE OPraHU3aluOHHbBIE MEPBI M1 KOMIIETEHLIUIO
Hapymuresneil. [Io03ToMy 00beKTUBHO OLIEHUTh 00BEM 3HAHUI BEPOSTHOTO HAPYIIUTENS B
o0mieM ciydae MpakTUYeCKd HEBO3MOXKHO.

B cBsi3u ¢ U3710KEHHBIM, C LIEIbIO CO3/IaHUs ONPEIEIIEHHOr0 3anaca MIPpoYHOCTH
MPEJIOoJIaraeTcs, 4YTo BEPOSATHBIC HAPYIIUTETU 001 at0T Beell nHpopMaIueil, HeoOXo 1Mot
JUISI TIOATOTOBKH U pealiM3allii yrpo3, 3a UCKIOYEHHEM HH(pOpMaluy, JO0CTYI K KOTOPOil co
CTOPOHBI HAPYIIUTEIS UCKIIIOUAETCs cucTeMoi 3amuThl nHpopmanuu. K takoit undopmaruu,
HarpuMep, OTHOCUTCS NapoJibHas, ayTeHTH(PUIMPYIOIIAs U KiItoueBast HH(HOpMAIIHsL.

1.6.4 Tlpeanono:xkenusi 00 MMEIOLIMUXCS Y HAPYUIUTENS CPeCTBAX peaju3aluu yrpo3
[Ipeanonaraercsi, 4TO HAPYIIUTEIb UMEET:

e anmaparabie komrnoneHTsl C3I11a u CO C3I1/1H;
® JIOCTYyIHBIE B CBOOOJHOM MPOJAAKE TEXHUUECKUE CPEACTBA M MIPOTPAMMHOE 00ECTIICUCHHE;

e CIeIHaJIbHO pa3paboTaHHBIC TEXHHUYSCKHUE CPEICTBA U MTPOrPaMMHOE 00eCTIeYCHHE.

BHyTpeHHUI HapyIIUTENb MOXKET UCIIOJIB30BATh IITATHBIE CPENICTBA.

CocTaB UMEIOIMIMXCS Y HApYIIUTENS CPEJCTB, KOTOPHIE OH MOKET UCIOIb30BaTh JIIs
peanu3auuu yrpo3 b, a Takxke BO3MOKHOCTH 10 UX IPUMEHEHUIO 3aBUCAT OT MHOTHUX
(dakTopoB, BKIOYas peanu3oBaHHble Ha 00bekTax JIITY KoHKpeTHbIE OpraHu3allMOHHBIE MEPBI,
(rHAHCOBBIE BO3MOXKHOCTH M KOMIIETEHLIMIO HapymuTenaei. [loaToMy 00beKTHBHO OLIEHUTh
COCTaB MMEIOLIUXCSl Y HAPYLIUTEINS CPEICTB pealln3alliy yrpo3 B 00IEM Cilydae MPaKTUYECKH
HEBO3MOJKHO.

[ToaTomy, nist coznanus yctoitunoi C3I1JIH npeanonaraeTcs, 4To BEPOSITHBIN
HapyLIUTEIh UMEET BCe HEOOXOIMMBIE /ISl pealiu3alliil yrpo3 CPeCTBa, BO3SMOXKHOCTH KOTOPBIX
HE MPEBOCXOIAT BO3MOXHOCTH aHAJIOTUYHBIX CPEACTB pealin3allii yrpo3 Ha HH(OpMaluio,
COJIEPIKalIYIO CBEJICHUS, COCTABIISIIOIINE FOCYIapCTBEHHYIO TaliHy, U TEXHUYECKUE U
porpaMMHBbIE cpesicTBa, 00OpadaThIBatoIINe 3Ty HH()OPMALIHIO.

BwMmecte ¢ TeM npennonaraeTcs, YTo HapyLUIUTEIb HE UMEET:
o CpCACTB MNEPEXBaTa B TCXHUYCCKUX KaHaIaX YTCUKHU,

® CpEICTB BO3ACHCTBUA Yepe3 CUTHATbHBIE enH (MH(POPMAIIMOHHBIE U YIIPABIISIOIINE
uatepdericer CBT);



® CpCIACTB BOSI[GI‘/JICTBI/ISI Ha UICTOYHHKHU N YCPEC3 LICIIU ITUTAHUA;
® CpCAcCTB BO3JICHCTBUS Yepe3 IS 3a3€EMIICHUS,

® CpeACTB aKTHMBHOTO BO3ZICHCTBUS HAa TEXHUUYECKHE CPECTBA (CPEICTB OOIyUEeHNS).

[Tpenmnonaraercs, yTo HanboJee COBEPIIEHHBIMU CPEICTBAMH peaTU3alliy yrpo3 001aJat0T
nuua kareropuu I u muna kareropun VIII.

1.7 Ucxonnblii ypoBeHb 3amumennocta UCIIn

ITox oOm¥M ypoBHEM 3alTUIIICHHOCTH MTOHUMAETCsl 0000IIEHHBIN TTOKa3aTelb, 3aBUCSIIHA OT
TEXHUYECKUX U IKCIUTyaTaloHHbIX xapakTepuctuk UCTTIx (Y1).

B Tabnuue npeacraBieHbl XapaKTepUCTUKH YpOBHS rcxoaHoM 3amuiennoctu juis UCITIn I'BI0Y
nerckuit cax Ne 85 IlentpansHoro pariona CII6.

Tabmuma Ne3

[Tosunusa | TexHUYECKUe U SKCIUTYyaTAlMOHHBIE XapaKTEPUCTUKHU YpoBenn
3aIUIIEHHOCTH

1 [To TeppuTOopranbHOMY pa3MeILCHUIO

2 [To HanMUMIO COEMHEHMS C CETSIMU OOIIETO MOJIE30BaHUS

3 [To BCTpOECHHBIM (JIETABHBIM) ONEPAIHSM C 3aIUCAMH 0a3

NEPCOHAIIBHBIX JaHHBIX

4 [To pa3rpaHndeHuIoO 10CTyMNa K NePCOHAIBHBIM TaHHBIM

5 ITo Hanuuuto coequnenuii ¢ npyrumu 6azamu [11n unsix UCITAx
6 ITo ypogHnto (06e3nmmunBanwst) [1/1x

7 [To o6bemy I1/1H, KOTOpBIE IPEAOCTABISIOTCS CTOPOHHUM

nonws3oBatessiM UCIT/IH 6e3 npeaBapuTenbHO 00paboTKU

1.8 BepositHocTh peanauzanuun YBIIIH

[Tox BEpOATHOCTBIO peann3aluy Yrpo3bl IOHUMAETCS ONPEAENIIEMbIN SKCIIEPTHBIM ITyTEM
MOKa3aTelb, XapaKTePU3YIOIINN, HACKOJIBKO BEPOSTHBIM SIBIISIETCS peaiu3alis KOHKPETHON
yrpo3ssl 6e3omacHocTu [1/]x ans UCII/IH B cki1aapIBarOIIUXCsl YCIOBUSIX OOCTAaHOBKH.

Uucnosoii koapdunmenT (Y2) 11t OEHKH BEPOATHOCTH BOZHUKHOBEHHUS YTPO3bI
ornpenensercs 1no 4 BepOaibHbIM I'pajlallisiM 3TOTO MOKa3aTers:

- MAJIOBEPOSAAITHO - OTCYTCTBYIOT OOBEKTUBHBIE NMPEANOCHIIKU JJI1 OCYIIIECTBIECHUS YTPO3bI
(Y2=0);

- HU3Kasl BEPOATHOCTD - OOBbEKTUBHBIE MTPEANOCHIIKY /ISl peau3aliii yTPO3bl
CYIIECTBYIOT, HO MPUHATHIE MEPHI CYIIECTBEHHO 3aTPYAHSIIOT ee peanu3anuio (Y2 = 2);

- CpeaHsisi BEPOSATHOCTD - OOBEKTUBHBIC MPEANOCHUIKU AJIs Peau3allii yrpo3bl
CYIIIECTBYIOT, HO IPUHSATHIE MephI o0ecniedeHus oezonacHoct [1/1H HenoctaTtounsl (Y2 = 5);

- BbICOKAsl BePOSITHOCTD - O0ObEKTUBHBIE TIPEANOCHUIKH [T PeaTn3alin yrpo3bl
CYIIECTBYIOT, U MepbI M0 o0ecnieueHuto 0ezonacHoctu 10 He mpunsate! (Y2 = 10).

[Tpu 06paboTke nepcoHanbHbIX JaHHBIX B VICII/IH MOXHO BBIIEIHUTD CIEAYIOIINE YTPO3bI:
1.8.1 ¥rpo3sl yreuku HH(pOPMALUH 110 TEXHHYECKUM KaHAJIAM
1.8.1.1 Yrpo3bl yTeukn aKkycTH4ecKoii (peueBoii) uHpopManuu




Bo3HUKHOBEHHE YyIpO3 YTEUKH aKyCTHUYECKOH (peueBoit) nHMOpMaIuu, coepiKamencs
HEMOCPEACTBEHHO B pon3HocuMon peun nons3oBareinst UCIT/In, npu o6padotke I1/1H B
NCTIIH, Bo3MOXXHO TTpu Haymuuu GyHkIiui roigocoBoro Beoja [1/1n 8 UCTI/IH wim dyHKkimit
BocnpousseneHus 11J1n akycruueckumu cpeacrtsamu UCI/IH.

B UCII[Qua I'BAOY ¢ynkuum romocororo BBoAa [1JIH nin GyHKIIMKM BOCTIPOU3BEICHHS
II/TH aKkyCTH4ECKUMHU CPEACTBAMU OTCYTCTBYIOT.

BeposTHoCTh peanuzaiu yrpo3sl — MaJa0BepOsSITHA.

1.8.1.2 ¥Yrpo3bl yreuku BU10BO HHpOPMALIUH

Peanuzanus yrpo3sl yTeukd BUA0BOM HHYOpMAIIMKM BO3MOXKHA 32 CYET MPOCMOTPA
UH(POPMALIUH C TOMOIIBIO ONITUYECKUX (ONTUKO-3JIEKTPOHHBIX) CPEJICTB C IKPAHOB JTUCILIICEB U
JIPYTHUX CPEICTB OTOOpPaKEHUS CPEJICTB BBIUMUCIUTENbHON TEXHUKU, HHPOPMAIIHOHHO-
BBIYHCITUTENLHBIX KOMIUIEKCOB, TEXHUYECKUX CPEICTB 00pabOoTKH rpad)uecKoi, BUEO- U
OykBeHHO-1IM(poBOM HHPOopManuH, BXoasamux B coctaB UCIT/IH.

B yupexxieHnn BBEZICH KOHTPOJIb JOCTYIIAa B KOHTPOJIUpYyeMyHo 30Hy, APM nons3oBarenen
PacroI0kKeHbI TaK, 4YTO MPAKTUYECKU UCKIIIOYEH BU3YyalbHBINA JOCTYIl K MOHUTOpAM, a Ha OKHaX
YCTaHOBJIEHBI XKaJIIO3H.

BeposTHOCTh peanusaiiu yrpo3sl — MaJa0BepOsSITHA.

1.8.1.3 ¥Yrpo3s! yreuku nndopmanuu no kanaiaam I MUH

Yrpo3sl yreuku nnpopmanuu o kanamy [I9MUH, Bo3MOKHBI U3-3a HaTHUUs
Napa3sUTHBIX 3JIEKTPOMArHUTHBIX U3aydeHuil y anementos UCII/IH.

YTpo3bl JaHHOTO KJIacca MaJ0BEePOSITHBI, T.K. pa3Mep KOHTPOIHPYEMOI 30HbI OOJIBIION,
u snemenTsl UCII/IH, HaxondTcs B 3[aHUU U SKPAaHUPYIOTCS HECKOJBKUMH HECYLLIUMU CTEHAMU,
Y NIapa3uTHBIN CUTHAJI MACKUPYETCS CO MHOKECTBOM JIPYIUX Mapa3UTHBIX CUTHAJIOB 3JIEMEHTOB,
He Bxoasmux B UCIT/H.
1.7.2 Yrpo3bl HeCAHKIMOHMPOBAHHOIO I0CTYNA K HH(pOpMALNH

Peanuzanus yrpo3z HCJI k uHdopManiui MOKET MPUBOAUTH K CICAYIOLUIUM BHIaM
HapyIlIeHus ee 6e30MacHOCTHU:

e HapylIEHUIO KOHOUACHIINATIBLHOCTH (KOIMPOBAHKE, HEIPABOMEPHOE
pacnpocTpaHeHue);

® HApYHMICHHUIO IIEJIOCTHOCTHU (YHI/ILITO)KCHI/IG, I/I3MCHCHI/IC);

® HapYLIEHUIO JOCTYMHOCTH (OJIOKUPOBAHKE).
BeposiTHOCTB peannzanuy yrpo3sl — MaJ10BepOsiTHAsA

1.8.2.1 ¥rpo3sl yHHUYTOKEeHUsI, XullleHus: annapaTHbix cpeacTs UCII{n Hocurteei
uHpopmanuu nmyrem puznueckoro gocryna kK iemenram HCIIIn

Kpasrca [IBM

VYrposa ocymectBisercs myrem HCJl BHEIIHUMU M BHYTPEHHUMH HapyUIUTEISIMU B
MOMeEIEHUs, IJie pacnookeHbl anemMenTsl MCITIH.

B y4pexxneHun BBEIEH KOHTPOJIb JOCTYIIA B KOHTPOIUPYEMYIO 30HY, OPraHU30BaHbI IIOCT
OXpaHbl, KHOIKA BBI30BA MTOJIUIIUY, IBEPU 3aKPBIBAIOTCS HA 3aMOK, YCTAaHOBJICHBI PEIIETKH HA
[IEPBOM JTAXKE 31aHMUS.

BeposTHOCTB peanu3aiuu yrpo3sl — MaJOBEPOSITHAS.

Kpasica nocumeneii ungpopmayuu

VYrpo3sa ocymectsisiercss nyreMm HC/l BHEIIHUMY 1 BHYTPEHHUMU HApYLIUTEISIMU K
HOCHUTEIISIM UH(POPMALIUH.

B Vupexxennn BB€IeH KOHTPOJIb JOCTyNAa B KOHTPOJIUPYEMYIO 30HY, OPraHU30BaHBbI ITIOCT
OXpaHbl, KHOIIKA BbI30Ba MOJIMIUH, IBEPH 3aKPBIBAIOTCS HA 3aMOK, YCTAHOBJIEHBI PEIIETKH Ha
MEPBOM ATa)Ke 3[JaHUs, BEIETCS yUeT U XpaHEeHHEe HOocUTeNel B ceiide.

BeposiTHOCTB peanu3anuu yrpo3bl — MaJOBEPOsITHA.



Kpaoica knroueit u ampudymoe oocmyna

VYrpo3za ocymectBisiercss nyrem HCJl BHEITHUMU U BHYTPEHHUMU HapYUIUTEISIMU B
MOMEILEHUS, e TPOUCXOIUT paboTa MOJIb30BaTENICH.

B I'BJIOY BBeneH KOHTPOJIb AOCTYIA B KOHTPOJIUPYEMYIO 30HY, OPraHU30BaHbI ITOCT

OXpaHbl, KHOIIKA BEI30BA IMOJIMIKWH, IBEPH 3aKPhIBAIOTCA HAa 3aMOK, YCTAHOBJICHEI PCHICTKH Ha
IIEPBOM OTAXKEC 3JaHH, OPraHU30BAHO XPAHCHUC KJII04eH B ceﬁcbe M BB€ACHA ITOJIMTHUKA «HYHUCTOI'O
CTOJIa».

BeposiTHOCTB pean3anuu yrpo3sl — MaJIOBEPOSITHA.

Kpaosicu, moougpukayuu, ynuumoosricenun ungopmayuu

VYrposa ocymectBisercs nmyreM HCJl BHEIIHUMU M BHYTPEHHUMH HApYLIUTENSIMHU B
NOMeEILEeHus, rae pacnonaokensl aneMenTsl MCII/IH 1 cpeacTBa 3alMThI, a TaK XKE IPOUCXOIUT
pabota nmosib30BaTeNCi.

B VupexneHnn BBelleH KOHTPOJIb JOCTYIIa B KOHTPOJIMPYEMYIO 30HY, OPraHU30BaHbI IIOCT
OXpaHbl, KHOIIKA BbI30Ba IIOJIMIIUY, IBEPH 3aKPBIBAIOTCS HA 3aMOK, YCTAaHOBJIEHBI PELIETKU Ha
IIEPBOM ITAXKE 3JaHUS.

BeposiTHOCTB peann3anuu yrpos3sl — MaJIOBEPOSITHA.

Bb1600 u3 cmpos y3noe IIIBM, kananoe céasu

VYrposa ocymectBisercs myreM HCJl BHEIIHUMU U BHYTPEHHUMHM HApYUIUTEIIMU B
IOMeILEeHus, rae pacnonaokeHsl neMeHTsl MCII/IH 1 npoxoasaT KaHalbl CBSI3H.

B Vupexnenun BBeieH KOHTPOJIb JOCTYIA B KOHTPOJIUPYEMYIO 30HY, OPraHU30BaHbI IIOCT
OXpaHbl, KHOIIKA BbI30Ba IIOJIULUY, IBEPH 3aKPBIBAIOTCS HA 3aMOK, YCTAHOBJICHBI PEIIETKY Ha
IIEPBOM JTAXKE 3/1AHMUS.

BepoaTHOCTb peanu3anuy yrpo3sl — MaJa0BepOsTHA.

Hecankyuonuposannoe omknryenue cpeocme 3aujunmol

VYrposa ocymectsisercs nyrem HCJI BHEINTHUMY ¥ BHYTPEHHUMU HapyIIUTEISIMU B
MOMEIICHHUS, TJIe paciookensbl cpenctsa 3amuTsl UCIH.

B VupexneHnn BBelIeH KOHTPOJIb JOCTYIIa B KOHTPOJIMPYEMYIO 30HY, OPraHU30BaH I1OCT
OXpaHbl, KHOTIKA BbI30Ba MOJIMIUH, IBEPH 3aKPBIBAIOTCS HAa 3aMOK, YCTAHOBJIEHBI PEIIETKH Ha
NepBOM 3Taxke 3AaHus, nonb3oBatenu MCII/IH npouncTpykTrpoBansl o padote ¢ I1/[H.

BepO}ITHOCTB peain3aniv yrpo3bl — MAJIOBEPOATHA.

1.8.2.2 Yrpo3bl XuleHusi, HeCAHKIMOHUPOBAHHON MO (PUKAUM WK 0JJOKHPOBAHUS
HH(pOpPMALMH 32 cYeT HecaHKIMOHUPOoBaHHOro Aoctyna (HC/I) ¢ npuMeHeHneM NporpaMMHO-
anmnapaTHbIX ¥ NPOrPAMMHBIX CPEACTB (B TOM YHCJe MPOrpaMMHO-MaTeMaTHYECKUX
BO3/eiicTBUIA).
[eiicmeus epedonocuvix npozpamm (6upycoas).
[IporpamMmmMHO-MaTeMaTHYECKOE BO3JICUCTBUE - 3TO BO3/ICHCTBHUE C MOMOIIBIO BPEIOHOCHBIX
nporpamm. IIporpaMmoii ¢ HOTEHIUAIBHO OMACHBIMU MOCJIEICTBUSAMU U BPEIOHOCHOM
porpamMMoil (BUPYCOM) Ha3bIBAIOT HEKOTOPYIO CAMOCTOATEIBbHYIO ITporpamMmy (Habop
MHCTPYKIUI ), KOTOpasi CHOCOOHA BHITIONHSATH JIF000€ HEMYyCTOE MOMHOKECTBO CIEAYIOIINX
byHKIMI:
® CKpBbIBaTh MPU3HAKHU CBOETO MPHUCYTCTBUS B IPOrPAMMHOM Cpe/ie KOMITbIOTEPA;
e 005agaTh CIOCOOHOCTHIO K CAMOAYOIUPOBAHHIO, ACCOIIMUPOBAHUIO CEOS ¢ APYTUMU
mporpamMmamMu 1 (WIH) IEpEeHOCY CBOMX (ParMeHTOB B HHBIC 00JIACTH OTIEPATUBHOM UITH
BHEIITHEH ITaMsTH;

¢ pa3pyuiatb (I/ICKa)KaTB IMPOU3BOJIBHBIM O6p8.30M) KO nmporpamm B OHCpaTHBHOﬁ HaMsTH,



®  BBINOJHATH 0€3 HHUIIMUPOBAHUS CO CTOPOHBI MOJIb30BATENS (IT0JIB30BATEIBCKON
IPOTPaMMBI B IITATHOM PEXHME €€ BBITIOJTHEHHUS) IECTPYKTUBHBIEC (DYHKIIMH
(KOTTMpOBaHMSI, yHUUTOKEHUS, OJIOKUPOBAHMS U T.I1.);

e coxpaHATh ¢pparMeHTsl HHGOPMAIIUU U3 ONEPATUBHON MaMSITH B HEKOTOPBIX 00JacTsIX
BHEIIHEH MaMATH IpsIMOTo A0CTyMa (JIOKaJIbHBIX WU yJAJICHHBIX);

® HCKaXXaTh MIPOU3BOJILHBIM 00pa3oM, OJIOKUPOBATh U (MJIK) MOAMEHSITH BBIBOAUMBIN BO
BHEITHIOIO MTaMSITh WJIM B KaHAJ CBSI3W MacCHB MH(POPMAIUH, 00pa30BaBIIUICS B
pe3ynbTaTe paboThl MPUKIAAHBIX TPOrPaMM, HIIH YXKE HAXOAAIIUECS BO BHEITHEH
MaMATH MAaCCHUBBI JAHHBIX.
B I'BIOY Ha Bcex anementax UCII/IH ycTaHOBIIEHa aHTUBUPYCHAS 3allIUTAa,
MOJI30BATEIN MPOUHCTPYKTUPOBAHBI O MEpax MPeIOTBPAIICHHS BUPYCHOT'O 3apa>KEHUS.

BepositTHOCTB peanu3anuu yrpo3bl — HU3KAas.

Heoexnapuposannuwie 603modxcnocmu cucmemnozo IO u I10 onsa o6pabomku nepconanpHwix
OaHHBIX.

HenexnaprupoBaHHbIE BO3MOXHOCTH — (DYHKITHOHAIEHBIE BO3MOKHOCTH CPEZCTB
BBIUMCIUTENbHON TEXHUKHU, HE OMMCAHHBIE HIIU HE COOTBETCTBYIOIINE OMMCAHHBIM B
JOKYMEHTAIUH, TTPY UCTIOIb30BaHUH KOTOPBIX BO3MOYKHO HapylIeHHe KOH(PHICHIIMATbHOCTH,
JOCTYIMHOCTH WJIM LEIOCTHOCTH 0OpabaTeiBaeMOi HHGOpMAIUH.

B I'BAOY Her nporpaMMHOro odecreueHusi, pa3padarbiBa€MOro COOCTBEHHbIMU
pa3paboTYNKaMK/CTOPOHHUMU CIIEIIMATUCTAMH.

BeposaTHOCTh peanusaiu yrpo3sl — MaJa0BepOSITHA.

Yemanoeka 110 ne céazannozo ¢ ucnoninenuem cayiHceOHvlx 00a3anHocmeit

VYrpo3a ocyliecTBiaseTCs MyTeM HECAHKIIMOHUPOBaHHOHN ycTaHOBKH 1O BHyTpeHHUMHU
HapyLIUTEIAMH, YTO MOKET MPUBECTU K HAPYLICHUIO KOH(UAESHIINATBHOCTH, LIEJIOCTHOCTU U
noctynnocty Beerd UCIAH wnu ee 31emMeHTOB.

B I'B/IOY BBeneHo pasrpaHuuYeHHUE NIpaBaMu MOJb30BaTeNel Ha ycTaHoBKY [10 n
OCYIIIECTBIISIETCS] KOHTPOJIb, IOJIb30BATENN IPOUHCTPYKTUPOBAHBI O OJUTHKE ycTaHOBKH [10.

BepO}ITHOCTB peain3anii yrpo3bl — MAJIOBEPOATHA.

1.8.2.3 ¥Yrpo3sl He mpeJHAMEPEHHBbIX AeHCTBHH 10JIL30BAaTE/Ie U HAPYIIeH Uil
oesonacnoctu pyuxkunonupoBanus UCIIn u C3II/In B ee cocTaBe u3-3a c00eB B
NPOrpaMMHOM 00eCIe4eHHH, a TAK/Ke 0T YIPO3 HEAHTPONOTeHHOI0 (c00eB annmapaTypsbl H3-
32 HEHa/1e’KHOCTH 3JIEMEHTOB, c00€eB JIEKTPONMTAHMUSA) U CTUXUHHOTO (YAapOB MOJIHMI,
N0KAaPOB, HABOJHCHUH M T.II.) XapaKTepa.

Ympama knwoueii u ampubdbymos oocmyna

VYrpo3a ocylecTBIseTCs 3a CYET ASHCTBUS YeIOBEUECKOro (hakTopa mosb3oBaTeieit
NCTI/IH, koTOpble HApyIIAIOT MOJIOKEHUS AapOIbHON MOJUTHKE B YaCTH UX CO3/AaHUS (CO3/1aI0T
JIETKUE WJIH ITYCThIE IAPOJIM, HE MEHSIOT MApOJIU 110 NCTEYEHNHN CPOKA UX JKU3HU WIH
KOMITPOMETAIMH U T.I1.) U XpaHEHUs (3alMChIBAIOT NapoJId Ha OyMa)kKHbIE HOCUTENH, IEPEatoT
KJIFOYH JI0CTYIa TPETHUM JILAM U T.I1.) UJIM HE OCBEJOMIIEHBI O HUX.

B I'BJIOY BBenena maposbHas MOJMTHKA, PETycMaTpUBAIOIIas TPEOYyEMYIO CII0KHOCTh
1apoJist U MEpUOJUUECKYIO €0 CMEHY, BBEJEHA MMOJIMTHKA «YUCTOTO CTOJA», OCYIIECTBISAETCS
KOHTPOJIb 32 UX BBIMOJHEHHUEM, TI0JIb30BaTENI MPOUHCTPYKTUPOBAHBI O TAPOJILHOMN MOJIUTHKE U
0 JIEHCTBUSAX B CIy4asX yTpaThbl UJIU KOMIIPOMETALUN TApOJIEH.

BCpO}ITHOCTB peain3anu yrpo3bl — HU3Kas.



Henpeonamepennasa moougukayus (ynuumosrcenue) ungpopmayuu compyonuxamu

VYTrpo3a ocymecTBIsSETCs 3a CYET ACUCTBUS YEIOBEUYECKOro (pakTopa moabp3oBaTeieit
NCTIIH, KOTOpBIE HAPYIIAOT MOJOKEHHUS TPUHATHIX TpaBui padotel ¢ UCIIJIH nmu He
OCBEJIOMJIEHBI O HUX.

B I'BJIOY ocymecTBisieTcst pe3epBHOE KomupoBaHue oopadaTeiBaeMbix [1/1H,
10JIb30BATENIH IPOUHCTPYKTUPOBaHbI 0 padore ¢ UCII/IH.

BeposiTHOCTB peanu3anuu yrpo3bl — MaJ0BEPOSITHA.

Henpeonamepennoe omkniouenue cpeocma 3auiumaol

VYrpo3a ocylIecTBIsIeTCs 3a CUeT JIEHCTBUS YeTI0BeUeCKoro (hakTopa mnoib3oBaremneit
NCIIH, KoTOpble HApYIIAIOT MOJIOKEHUS MPUHATHIX TpaBui padotsl ¢ UCII[IH u cpencTBamu
3aIUTHI WK HE OCBEJOMIIEHBI O HHX.

B I'BJIOY BBeneH KOHTPOJIb AOCTYINA B KOHTPOJIUPYEMYIO 30HY, ABEPH 3aKPHIBAIOTCS Ha
3aMOK, OCYILIECTBIISIETCS pa3rpaHUYEHUE JOCTyIAa K HACTPOMKAM PEXUMOB CPEJICTB 3aIIUTHI,
MOJIH30BATEIN MPOUHCTPYKTHPOBaHbI 0 padore ¢ UCIIH.

BeposiTHOCTB peanu3anuu yrpo3bl — MaJ0BepPOsITHA.

Bovixo0 uz cmposa annapammno-npozpammusix cpeocme

Yrpo3a ocymiecTBIsIeTCs BCIEACTBHE HECOBEPIICHCTBA alapaTHO-MIPOrPAMMHBIX CPECTB,
13-32 KOTOPBIX MOKET MPOUCXOAUTH HApYIIEHHUE LIEJIOCTHOCTU U IOCTYITHOCTH 3alUIIAeMOI
uHpopmanuu.

B I'bAOY ocymiectBisieT pe3epBupoBanue KiroueBbix aaemenToB UCII /I

BeposiTHOCTB peanu3anuu yrpo3bl — MaJ0BepPOsITHA.

Cooit cucmembul INeKMpPOCHADIHCEHUA

Yrpo3a ocylIecTBIsIeTCs BCIEACTBHE HECOBEPIICHCTBA CUCTEMBI SJICKTPOCHAOKEHUS, 13-
3a 4Yero MOXKET MPOUCXOAUTH HAPYIICHUE ETOCTHOCTH U JOCTYITHOCTH 3alIHIAeMOI
UHpOpMaLIUH.

B I'BJIOY ko Bcem kimtoueBbiM anemenTam MCITJIH moakimtoueHbl HCTOUHUKHT
Oecriepe0OHOTO MUTAHUS M OCYIIECTBIISIET pe3epBHOE KOMMUPOBAHUE HH(OPMALIHH.

BeposTHOCTh peanuzaiiu yrpo3sl — MaJa0BepOsSITHA.

Cmuxuiitnoe 6eocmeue

YTrpo3a ocymecTBIsSeTCs BCICACTBUE HECOOIOICHUS MEp TTOKaPHOU OE301TaCHOCTH.
B Yupexnenun ycraHoBJIeHA MOKapHask CUTHAIHM3AIIHS, TT0JIb30BaTEIN

MMPONHCTPYKTHUPOBAHEI O Jle/iCTBH?[X B ClIy4a€ BOSHUKHOBCHUA BHCIITATHBIX CHTyaHHﬁ.

BeposiTHOCTB peanu3anuu yrpo3bl — MaJ0BepPOsITHA.



1.8.2.4 ¥Yrpo3sl npeaHaMepeHHbIX AeiCTBU BHYyTPEHHUX HAPYIIUTeIei
Jocmyn Kk ungpopmayuu, moouguxkayus, ynuumosixcenue 1uy, He OONYUeHHbIX K ee
oopadomke

VYrpo3za ocymectsisiercss myrem HCJl BHemTHUX HapymuTelield B IOMEUIEHUs, T1e
pacnionoxensl aneMenTsl UCITJIH u cpencTsa 3almThl, a TAaKKe MPOUCXOAUT padoTa
II0JIB30BAaTENCH.

B I'BIOY BBeneH KOHTPOJIb 1OCTYNa B KOHTPOJUPYEMYIO 30HY, OPraHU30BaH MOCT
OXpaHbl, IBEPHU 3aKPHIBAIOTCS HA 3aMOK, YCTAHOBJICHBI PEIICTKU HA MIEPBOM ATAXKE 3/1aHUS.

BeposiTHOCTB peanu3anuu yrpo3bl — MaJ0BEPOSITHA.

Pazznawmenue ungpopmayuu, moouguxkayus, yHuumoiceHue compyoHuKamu
0onyuieHHbIMU K ee 0Opadomke

YTrpo3a ocyIecTBISCTCS 3a CYET ACUCTBUS YEIOBEUYECKOro (pakTopa moabp3oBaTeieit
NCTIIH, KOTOpBIE HAPYIIAOT MOJIOXKEHHS O HepasrialeHnu oopadaTeiBaeMoi nHpopmauu
WJIM HE OCBEJIOMJICHBI O HUX.

B I'bJIOY mnosp30oBaTen 0CBEIOMIIECHBI O TIOPSJIKE pabOThI C IEPCOHATBLHBIMU JaHHBIMH, a
TaK ke noAnucaiu JJoroBop o Hepa3riiaieHuu.

BeposiTHOCTB peanu3anuu yrpo3bl — MaJ0BepPOsITHA.

1.8.2.5 ¥Yrpo3bl HeCAHKIIMOHMPOBAHHOI'O IOCTYNA N0 KAHAJIAM CBSI3H
B cootBercTBUU ¢ «THUMOBOI MOJIENbIO YIPO3 OE30MACHOCTH MEPCOHATBHBIX TAHHBIX,
obpabareiBaecMbIX B pactpeneneHHbix UCITJIH, MMEIOIMX TOIKITIOYSHHE K CeTIM 00IIero
MOJIb30BaHUA U (WITH) MEXKAYHAPOIHOTO HH(OpMAaLMOHHOTO oOMeHay (1. 6.6. ba3oBoit Mmoaenu
yrpo3 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX IPU UX 00paboTKe B MHYOPMAIIMOHHBIX CUCTEMaX
MEPCOHANBHBIX JaHHBIX, yTBepxkAeHHOH 3aMmecTuTeneM aupekropa ®CTIK Poccuu 15 dpepans
2008 r.), nins UCIIH MOKHO paccMaTpuBaTh CIAEAYIOLIUE YIPO3bl, pealu3yeMble C
MCIOJIb30BaHUEM MPOTOKOJIOB MEKCETEBOTO B3aUMOICHCTBUS:
e yrposa «AHanu3 ceTeBoro Tpadukay ¢ nepexsatom nepenasaemoit uz UCIIAn u
MPUHUMAEMOI U3 BHEIIHUX ceTel nHpOopMaIuy;

e yIpo3bl CKAHUPOBAHMSI, HANPaBJICHHbIE HA BBISIBIIEHUE TUIIA UM TUIIOB
HCIIOJIb3YEMBIX OIEPAllMOHHBIX CUCTEM, CETEBBIX a/IpecOB pabOUMX CTaHIIUN
NCII/IH, TONOJIOTHH CETH, OTKPBITHIX MIOPTOB U CITY>KO, OTKPBITBIX COSAUHEHUH U

Ap-;
e  YIpO3bl BBIABIICHUS MAPOJIEH 110 CETH;
e YIpO3bl HaBSA3bIBAHUE JIOKHOI'O MapUIpyTa CETH;
®  yIpo3bl [IOIMEHBI IOBEPEHHOT0 O0BEKTA B CETH;
e yrpo3bl BHeApeHUs J0xkHOro oobekra kak B UCIT/IH, Tak ¥ BO BHEIIHUX CETSX;
e yrpo3sl Tuna «OTKa3 B 00CIyKUBaHUNY;
®  YIpO3bl YAAICHHOIO 3aIlyCKa IPUIOKEHUH;

® YI'pO3bl BHCAPCHUS 10 CETU BPCIOHOCHBIX ITPOTpaMM.

Yeposza «Ananuz cemesozo mpaghuka»
OTa yrpo3a peaan3yercs ¢ TOMOIIBIO CIEIAATBHON MPOrpaMMbI-aHAIH3aTOpa TTAKETOB
(sniffer), mepexBaThIBarOIIEH BCE MAKETHI, IIEpeaBacMble IO CETMEHTY CETH, U BBIJICISIOIICH

cpeau



HUX T€, B KOTOPBIX MEepeNaloTCs MASHTU(DUKATOP MOIb30BaTeNs U €ro napois. B xone
peanu3alnny yrpo3bl HapyLIUTEIb:
e usyuaet Joruky padotsl UCII/IH - TO ecTh CTpeMHTCS OITYYUTh OJHO3HAYHOE

COOTBETCTBUE COOBITUH, MPOUCXOASAIINX B CHCTEME, U KOMaH/I, IEPEChUIAEMBIX IPH
9TOM XOCTaMH, B MOMEHT IOSIBJICHUS JaHHBIX COObITUI. B nanpHeiimem 31o
II03BOJISAET 3JI0YMBIIUICHHUKY Ha OCHOBE 33JI1aHUsI COOTBETCTBYIOIIUX KOMaH/{
IIOJIyYUTh, HAIPUMED, IPUBHIICTMPOBAaHHBIC IIPABA HA ACUCTBHS B CUCTEME WU
pacIIpUTh CBOU IIOJHOMOYHS B HEW;

® [epexBaThIBACT MOTOK MEpeaBaeMbIX JaHHBIX, KOTOPHIMH OOMEHUBAIOTCS
KOMIIOHEHTBI CETEBOI OINEPallMOHHON CUCTEMBI, 171l U3BJICUECHUS
KOH(UICHIIMATLHOW WITH HICHTU(UKAIMOHHON MH(POpMAIUH (HaIIpumMep,
CTaTMYECKUX MapoJiel MoIb30BaTeNel Ui JOCTYIa K YAaJIEHHBIM X0CTaM 0
npotokosniam FTP u TELNET, He npexycmarpuBaromux mudpoBanue), ee
MOJIMEHBI, MOAU(DUKAIIUH U T.1I.

Ilepexeam 3a nepedenamu ¢ KOHMPOIUPYEMOIL 30Hb.
BeposTHOCTh peanusaiiu yrpo3sl — MaJ0BepOSITHA.

Ilepexsam ¢ npedenax KOHMPOIUPYEMOIL 30HbL BHEUIHUMU HAPYUIUINETIAMU

B I'BJIOY BBeneH KOHTPOIb JOCTYIAa B KOHTPOJIUPYEMYIO 30HY, OPTaHHU30BaH MOCT
OXpaHbl, IBEpU 3aKPBIBAIOTCS HA 3aMOK, YCTAHOBJIEHBI PELIETKN HA MEPBBIX U MOCIEIHUX Ta)ax
3/1aHMSL.

BeposiTHOCTB peanu3anuu yrpo3bl — MaJ0OBepPOsITHA.

Ilepexeam ¢ npedenax KOHMPOIUPYEMOIL 30Hbl BHYMPEHHUMU HAPYUIUMENAMU.

B I'BIOY BBeneH KOHTPOJIb JOCTYNA B KOHTPOJIUPYEMYIO 30HY, OPraHU30BaH IOCT
OXpaHbl, IBEPU 3aKPBIBAIOTCS HA 3aMOK, YCTAaHOBJICHBI PELIETKH HA MEPBBIX U ITOCIEIHUX ITa)Xax
3/1aHMUS.

BepO}ITHOCTB peain3anii yrpo3bl — MAJIOBEPOATHA.

Yeposa «ckanupoeanue cemuy»

Cy1HocTs nporecca peaau3aiy yrpo3bl 3aKII0YaeTCs B Iepeiadye 3alpoCcOB CETEBBIM
ciy:x6am xoctoB CII/IH 1 aHanu3e 0TBETOB OT HUX. L{enb - BhIIBICHNE UCTIOIb3YEMbIX
IIPOTOKOJIOB, IOCTYITHBIX IIOPTOB CETEBBIX CIIYKO, 3aKOHOB (POPMHUPOBAHUS HIEHTU(UKATOPOB
COEZIMHEHUH, ONpe/ieleHne aKTUBHBIX CETEBBIX CEPBUCOB, OJ00p UAECHTH(PHUKATOPOB U Mapoiei
I10JIb30BATENEH.

BeposiTHOCTB peanu3anuu yrpo3bl — MaJ0BepPOsITHA.

Yeposa evisaienenusn naponei

Llens peanuzanuu yrpo3sl coctouT B nonyuyernn HCJl myrem npeooiaeHus napoibHON
3alIUTHL. 3OYMBIIIJICHHUK MOKET PEaTi30BBIBATh YTPO3Y C MMOMOIIBIO IEJIOTO Psijia METO/IOB,
TaKUX KaK MMPOCTOM mepedop, nepedop ¢ CIOIb30BAHNUEM CIICIIHATBHBIX CJIOBape, yCTaHOBKA
BPEJOHOCHOM TTPOrpaMMBI JJIs TIEpeXBaTa mapoJis, MoJgMeHa J0BepeHHoro oobekra cetu (IP-
spoofing) u nepexaar naketoB (sniffing). B ocHOBHOM a5 peain3anuu yrpo3bl HCIIOIb3YIOTCS
CHeHaTbHBIE TPOrPAMMBI, KOTOPBIE TBITAIOTCS OJTYYHTh JOCTYI XOCTY ITyTeM
MOCJIEeI0BATENBHOTO 110100pa naposieil. B ciaydae ycnexa, 3710yMbIIUIEHHUK MOXET CO3/1aTh JUIs
celst «ImpoXom» sl OyIYIIETO TOCTYIa, KOTOPBIA Oy/IeT NeHCTBOBATH, TaXKe €CIIM Ha XOCTe
U3MEHUTD MapoJib JOCTYIA.



BeposTHOCTh peanu3aiiu yrpo3bl —MaJI0BepPOsITHA.

Yepo3wl nasazvieanue nosxcnozo mapuwpyma cemu

JlanHast yrpo3a peaiu3yercs OJHUM U3 JBYX CIIOCOOOB: IMyTeM BHYTPHUCETMEHTHOTO WITH
MEKCEerMEHTHOT0 HaBA3bIBaHUS. BO3MOKHOCTH HaBS3bIBAaHUS JIOXKHOTO MapIIpyTa 00yciaoBiIeHa
HEJOCTaTKaMU, MPUCYITUMU AJITOPUTMAM MapIIPyTH3AIHH (B YACTHOCTH H3-3a MPOOIEMBI
UACHTU(DUKAIIMY CETEBbIX YIPABJISAIOUINX YCTPOUCTB), B pe3yibTaTe Yero MOXKHO MOMAcCTh,
HaIpuMep, Ha XOCT WK B CETh 3JIOYMBILUICHHUKA, T7I€ MOXXHO BOMTH B ONEPAIMOHHYIO CPENY
TexHuyeckoro cpeacrsa B cocrase MCII/IH. Peanu3anuu yrpo3sl OCHOBBIBA€TCS Ha
HECaHKLMOHMPOBAHHOM HCIIOJIb30BaHUU NpoTOKoI0B Mapupyruszauuu (RIP, OSPF, LSP) u
yrnpasierus cetbio (ICMP, SNMP) 11 BHECEHUSI N3BMEHEHHI B MapIIPyTHO-aPECHBIC
tabymubl. [Ipu 3TOM HapymuUTEN0 HEOOXOIMMO MOCIIATh OT UMEHHU CETEBOTO YIPABJISIONIETO
yCTpoOiicTBa (HapUMep, MapIIPyTU3aTOPaA) yIpaBISAIOLIee COOOIICHHUE.

BeposTHoCTh peanuzaiu yrpo3sl — MaJa0BepOsSITHA.

Yepo3vt noomenwt 0oeepennozo oovekma

Takast yrpo3a 23peKTHBHO pealn3yeTcs B CHCTEMax, B KOTOPBIX MPHUMEHSIOTCSI HECTOWKHE
ANTOPUTMBI UACHTHU(PUKAIIUY U ayTeHTU(DUKAIINHN XOCTOB, MOJIb30BaTene u T.1. [lox
JIOBEPEHHBIM 00BEKTOM TTOHUMAETCSI 00BEKT CeTH (KOMITBIOTEDP, MEKCETEBOM IKPaH,
MapIUIpyTU3aTOp U T.I1.), JIETaJIbHO MOAKIIOUEHHBINA K CepBEPY.

MoryT ObITH BBIJICIICHBI IBE PA3HOBUIHOCTH MPOIIECCa Pealiu3allii YKa3aHHOM YTPO3bI: C
YCTaHOBJICHHEM U 0€3 yCTaHOBJICHHS BUPTYaJIbHOTO COSIUHEHUS.

[Tpouecc peanu3zanuy ¢ yCTaHOBIEHUEM BUPTYaIbHOTO COEIMHEHUS COCTOUT B IPUCBOCHUU
MpaB IOBEPEHHOTO CYObEKTa B3aUMOJICHCTBUS, UTO MMO3BOJISET HAPYIIUTEIO0 BECTH CEAHC
paboThl ¢ 00BEKTOM CETU OT UMEHH, IOBEPEHHOT0 CyObekTa. Peanu3zanus yrpo3sl JaHHOTO THIA
TpeOyeT MpeoJ0JICHUSI CUCTEMbI HICHTU(UKALIMY U ayTeHTU(PUKALUU COOOIIEHUN (Harpumep,
ataka rsh-ciyx0b1 UNIX-xocra).

[Tpouecc peanu3zanuu yrpo3bl 0€3 yCTaHOBJICHHS BUPTYaJIbHOTO COSAMHEHUS MOXKET UMETh
MECTO B CETSX, OCYIIECTBIISIOINX UIEHTU(PHUKALIMIO [IEPEIABAEMbIX COOOIIEHUN TOJIBKO IO
ceTeBoMYy ajzipecy oTrnpaBuTels. CyIIHOCTb 3aKJII0YAaeTCs B Iepeiaue ClIyKeOHbIX COOOLIEHUH OT
MMEHH CETEBbIX YNPABISAIOLIUX YCTPONCTB (HaIpuMep, OT UMEHH MaplIpyTU3aToOpoB) 00
M3MEHEHUHU MapIIPYTHO-aIPECHBIX JaHHBIX.

B pesynbrare peanuzanuu yrpo3bl HApYIIUTENb [OJIy4aeT MpaBa JOCTyNa K TEXHUYECKOMY
cpenctBy MCIIIH - nemu yrpos.

BepO}ITHOCTB peain3aniv yrpo3bl — MAJIOBEPOATHA.

Bneopenue noscnozo o6vekma cemu

OTa yrpo3a OCHOBaHa Ha MCIOJIb30BAaHUH HEJJOCTATKOB AJITOPUTMOB YAAJIEHHOTO MOUCKa. B
cilyyae eciau OOBEKThl CETH M3HAYaIbHO HE UMEIOT aApeCHO MH(opMaIu Apyr o aApyre,
WCIIOJIB3YIOTCS Pa3IMYHbIC MTPOTOKOJIBI YAAIEHHOTO 1orcka (Hanpumep, SAP B cetsax Novell
NetWare; ARP, DNS, WINS B cetsix co ctexkom npotokonoB TCP/IP), 3akitovaromuecs B
nepeave Mo CeTy CHelHalbHbIX 3alIpOCOB U MOJYyYEHUH Ha HUX OTBETOB C HCKOMOM
uHpopmanueil. [Ipu 3ToM cylecTByeT BO3MOXKHOCTb IIepexBaTa HapyIIMTEIeM OUCKOBOTO
3arpoca U BbIJIJaYM Ha HETO JIOXKHOTO OTBETA, UCIHOJIb30BaHUE KOTOPOTO IIPUBEIET K TpeOyeMomMy
M3MEHEHHUIO MapIIpyTHO-aIPECHBIX TaHHBIX. B nanpHeiineM Bech MOTOK HHGOpMAIUH,
ACCOLIMMPOBAHHBIN C 00BEKTOM-KEPTBOM, OYJET MPOXOAUTH Yepe3 JOKHBIH OOBEKT CETH.

BeposTHoCTh peanusaiiu yrpo3sl — MaJa0BepOsSITHA.



Yeposvr muna «Omka3s 6 oocayscusanuuy

DTH yrpo3bl OCHOBAHBI HA HEIOCTATKaX CETEBOTO MPOTPAMMHOT0 00ECTIEUCHHSI, €T0
YSI3BUMOCTSIX, TO3BOJISIFOIINX HAPYIIUTEINIO CO3/1aBaTh YCIOBHSI, KOT/Ia OTIEpallMOHHAs CUCTEMA
OKA3bIBAETCS HE B COCTOSIHUM 00pabaThIBaTh MOCTYHAIOINE TAKETHI.

MoryT ObITh BbII€JICHBI HECKOJIBKO PA3HOBUIHOCTEH TAKUX yIpo3:

CKPBITBIHM OTKa3 B 00CIy>KMBAHUH, BEI3BAHHBIN MTPUBIICYCHHEM YaCTH PECYPCOB
NCTIIH HA 06pabOTKY MAaKEeTOB, IIEPEAABAEMBIX 3JIOYMBIIIIICHHUKOM CO
CHIDKEHHEM MPOIYCKHOW CIIOCOOHOCTH KaHAJIOB CBSI3U, IPOU3BOAUTEIHHOCTH
CETEBBIX YCTPONCTB, HAPYILLIECHUEM TPEOOBAHUN K BpEMEHH 00paOOTKH 3aIIPOCOB.
[Tpumepamu peanuzaniuy yrpo3 mofo0HOro poaa MOTYT CIY>KUTh: HAaIllPaBJICHHBIH
ITOPM 3X0-3ampocoB 1o npotokosry ICMP (Ping flooding), mTopm 3anmpocoB Ha
ycranosnenune TCP-coequnenmii (SYN-flooding), mropm 3ampocos k FTP-
CCpBepy;

SIBHBIM OTKa3 B 00CITy>)KMBaHWH, BBI3BaHHBIN ncuepnanueM pecypco UCIT/IxH nmpu
00paboTKe MaKEeTOB, MEePeIaBAEMbIX 3JI0YMBIIIJICHHUKOM (3aHATHE BCEH TOIOCHI
MPOITyCKaHMs KaHAJIOB CBS3H, NIEPETIOTHEHHUE ouepeieit 3alpocoB Ha
00CITy’)KMBaHUE), IIPH KOTOPOM JIETaJIbHBIE 3aIPOCHl HE MOTYT OBITh TIEpEIaHbI
4yepes CeTh M3-3a HEJOCTYITHOCTH CPeJibl Mepeaayu, In0o MoIydarT OTKa3 B
00CITy>)KMBaHUY BBHUJIY NIEPETIONHEHUS O4Yepe/Ied 3apoCcCOB, TUCKOBOTO
MPOCTpaHCTBA MaMATH | T.4. [IpumMepaMu yrpo3 JaHHOTO THUIIA MOTYT CIIYKHTb
mropm mupokoBeniareabHbIx [CMP-3x0-3anpocos (Smurf), HanpaBaeHHBIN
mrropm (SYN-flooding), mropm coobiieHuii mouToBoMy cepBepy (Spam);

SBHBIN OTKa3 B OOCITY>KMBaHHUH, BEI3BAHHBIN HAPYIICHHEM JIOTUYECKON CBA3HOCTHU
Mexay Texuudeckum cpeactsamu UCIIIH npu nepegade Hapymureaem
YIPaBISIOUUX COOOIIEHUN OT UMEHU CETEBBIX YCTPOICTB, MPUBOAAIIUX K
M3MEHEHHIO MapIIpyTHO-aApecHbIX naHHbIX (Harmpumep, ICMP Redirect Host,
DNS-flooding) unu nneHTuUKaIMOHHON U ayTeHTU(PUKAINOHHON HH(POpMAITIH;
SBHBIN OTKa3 B 0OCIIY>)KMBaHHH, BEI3BAHHBIN Mepeayeii 3110 yMbIILIIEHHUKOM
[IAKETOB C HeCTaHAApTHBIMU aTpubyTamu (yrpossl Tumna «Landy», «TearDropy,
«Bonk», «Nuke», «UDP-bomb») ninn uMeromux AIUHY, MPEBIIIAIONIYIO
MaKCHMaJbHO JOMYCTUMBIN pa3mep (yrpos3a tuna «Ping Deathy), uto Moxer
IPUBECTH K OO0 CETEBBIX YCTPOICTB, y4aCTBYIOIIMX B 00pabOTKe 3apocoB, MpU
YCIIOBHH HAJIMYHS OIIHOOK B MPOrpaMMax, pealln3yroIInuX MPOTOKOJIBI CETEBOTO
oOMeHa.

PesynpTaTom peanuzanuu JaHHOM yrpo3bl MOXKET CTaTh HapyIIeHHE paboTOCIOCOOHOCTH
COOTBETCTBYIONICH CITy)ObI TIpefocTaBienus yaanensoro noctymna k [1JIn 8 UCIT/IH, nepenaua
C OJJHOTO aJpeca TaKOro KOJIMYECTBA 3alIPOCOB Ha MOJKIIIOUEHHE K TEXHUYECKOMY CPEACTBY B
cocraBe VCII/IH, koTOpOoe MaKCUMaIbHO MOKET «BMECTUThH)» TpauK (HaIpaBIE€HHBIA «ILITOPM
3aMpoCcoOB»), UTO BIICUET 3a COOO0I NMepenoyHeHre oOuepen 3alpoCcoB U OTKA3 OJIHOM U3 CETEBbIX
ciyx6 v noxHas octanoBka MCITJIH u3-3a HEBO3MOKHOCTH CUCTEMBI 3aHUMATHCSI HUUEM
JpyruM, KpoMe 00pabOoTKH 3alIpOCOB

BCpO}ITHOCTB pcam3anuun yrpo3bl — MaJIOBEPOATHA.
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VYrpo3a 3akioyaercsa B cTpemieHnn 3anyctuTh Ha Xxocte MCIT/IH paznuunbie
HpeaBapUTEIbHO BHEAPEHHBIE BPEAOHOCHBIE IIPOrPaMMBI: IIPOrPaMMBbI-3aKJIaJKH, BUPYCHI,
«CeTeBbIE LIMMOHBI», OCHOBHAS 1[€JIb KOTOPBIX - HAPYILIEHUE KOHPUACHIUATbHOCTH,
[IEJIOCTHOCTH, IOCTYITHOCTH MH(OPMAIK U TIOJTHBIN KOHTPOJIb 3a paboToit xocta. Kpome Toro,
BO3MO’KEH HECAaHKIIMOHUPOBAHHBIN 3aITYCK MPUKIIAHBIX IPOTPaMM I0JIb30BATENEH IS
HCCAHKIITMOHHUPOBAHHOI'O ITOJTYUCHUA HCO6XOI[I/IMLIX HAapyIHUTCIIO JaHHBIX, JJIA 3allyCKa
YIPABJISIEMBIX TPUKIIATHON MPOrPaMMOM IIPOLIECCOB U IP.

Breigenstor Tpu nojkiacca JaHHbIX Yrpo3:

® pacmpocTpaHeHue GailyioB, coAepKAIMUX HECAHKIITMOHUPOBAHHBIN UCITOTHICMBbIH
KOJ;

e  yIAJCHHBIN 3aITyCK NPUJIOKEHUS IIyTEM MepenoHeHus Oydepa mpUI0KEeHUN -
CEPBEPOB;

®  YJIAJCHHBIN 3aIlyCK NIPWIOKEHUS ITyTEM HCIOJIb30BaHUS BO3MOKHOCTEN
yaJE€HHOTO YIPABIEHUS CUCTEMOM, IPEIOCTABIIEMBIX CKPBITHIMU
POrPaMMHBIMH U anllapaTHBIMU 3aKiIaIKaMH, TU00 UCIIOIb3yEeMbIMH IITATHBIMU
CpEICTBaMHU.

Tumossie yrpo3sl IEPBOTO U3 YKa3aHHBIX MOJIKIACCOB OCHOBBIBAIOTCS HA aKTHBH3AINN
pacrpocTpaHsieMbIX (aiyioB Npu ciaydaiiHoM oOpaieHny K HUM. [Ipumepamu Takux Qaiinos
MOTYT CITY’KUTb: (paiiiIbl, comeprKalire HCIOMHAEMBIN KO B BUI JOKYMEHTBI, COACPIKaIIHe
UCIIOJIHAEMBIN KO/ B BUJIE 3JIeMeHTOB ActiveX, Java-anmieToB, HHTEPIPETUPYEMbIX CKPUIITOB
(mammpuMmep, TeKCTHI Ha Ja-vaScript); daiinbl, comeprkaime HCromHsIeMble KOl TIporpaMM. Jlist
pacripocTpaHeHus (haitIoB MOTYT HCIOIB30BATHCS CIIY>KObI 3JIEKTPOHHOI MOYTHI, epelaun
¢aiinoB, ceTeBoil PailsioBON CUCTEMBI.

[Tpu yrpo3ax BTOporo nojkiacca UCHOIb3yIOTCS HEAOCTATKU IPOTpaMM, PEATU3YIOIINX
CEeTeBbIE CEPBUCHI (B YaCTHOCTH, OTCYTCTBHE KOHTPOJIS 32 TEeperoHeHneM 0ydepa).
Hactpoiikoil cucTeMHBIX perucTpOB MHOI A YAAeTCsl IEPEKIIIOUUTD MIPOLIECCOp MOcIIe
IpephIBaHMs, BEI3BAHHOTO IEpEToIHeHeM Oydepa, Ha UCTIOHEHUE KO, COAep KalIerocs 3a
rpanuiei 6ydepa. [Ipumepom peanuszannu Takol yrpo3bl MOXKET CIIY>KUTh BHEJIPEHUE ILIUPOKO
U3BECTHOTO «BUpyca Moppucay.

[Tpu yrpo3ax TpeThero nojkjiacca HapyIUTeIb UCIOIb3YeT BO3MOXKHOCTH Y/1aJI€HHOTO
yIIPaBJICHUS] CUCTEMOH, MTPEIOCTABISIEMbIE CKPBITBIMU KOMITOHEHTaMH (Harpumep,
«TpostHCKUMM» TporpamMMamu tuna Back. Orifice, Net Bus), 1100 mratHeIMu cpecTBaMu
yIpaBiIeHUs U aIMUHUCTPUPOBaHUs KoMIbloTepHBIX cetel (Landesk Management Suite,
Managewise, Back Orifice u 1. 11.). B pe3ynbraTte ux ucnoiab30BaHus yaaeTcst 100UThCS
yIIQJIEHHOTO KOHTPOJISl HaJ| CTAaHIIHEH B CETH.

BeposiTHOCTB peanu3anuu yrpo3bl — MaJ0BepPOsITHA.

Yepo3wil 6nedpenua no cemu epedonocnuvix npozpamm
K BpetoHOCHBIM IporpaMmmMaM, BHEJIPSEMBIM T10 CETH, OTHOCSITCSI BUPYCHI, KOTOPBIE 1751
CBOET0 paCIpPOCTPAHEHUS AKTUBHO MCITOIB3YIOT MPOTOKOJIBI U BO3MOXKHOCTH JIOKAIBHBIX U
r100anbHbIX ceTeil. OCHOBHBIM MPUHIIUIIOM PabOThI CETEBOTO BHpYCA SBIISIETCS BOZMOKHOCTh
CaMOCTOSITENIbHO MepeAaTh CBOM KO/ Ha YJAJIEHHBIN cepBep Wik pabodyro CTaHIUIO.
«IToMHOIIEHHBIEY» CETEeBBIE BUPYCHI IIPH TOM O0JIAJAIOT €Ile M BO3MOXKHOCTBIO 3aIlyCTUTh Ha
BBITIOJTHEHHE CBOM KOJI Ha YAAJIE€HHOM KOMIBIOTEPE WIIH, MO KpalHel Mepe, «ITOATOJIKHYTh)
MOJIL30BATEN K 3aITyCKY 3apakeHHOTO (aiina.
BpenonocupiMu niporpammamu, obecrieunBaroniumu ocymiectsiaenue HCJI, MoryT ObITh:
® TIPOrpaMMbI MOAOOPA M BCKPHITHS TapOJIei;
® [IPOrPAMMBI, pEATU3YIOIIHE YTPO3bI;



® [IpOrpamMMmbl, IEMOHCTPUPYIOLIUE UCIIOIb30BAaHUE HEAECKIAPUPOBAHHBIX
BO3MOXKHOCTEH MPOrpaMMHOTO U IPOTPAaMMHO-AINapaTHOTO 00ecTIeYeHus
NUCTIn;

® [IPOrpaMMbI-T€HEPATOPbl KOMIIBIOTEPHBIX BUPYCOB;

® [POrpamMMmbl, IEMOHCTPUPYIOLIUE YA3BUMOCTU CPEJCTB 3alIUThl HHPOPMAIUH U JIp.

BeposTHoCTb peanuzaii yrpo3sl — MaJa0BepOsSITHA.

1.9 PeanuzyemocTthb yrpo3

ITo uroram onieHKH ypoBHs 3aMIIeHHOCTH (Y 1) ¥ BEpOATHOCTH peasln3aliii yrpo3bl
(Y2), paccuntbiBaercs kodppuimeHT peanmsyemoctu yrpo3sl (Y) U onpenensercs
BO3MOXHOCTH peanu3anuu yrpo3bl. Koadduuuent peanuzyemoctu yrposst Y Oyner
onpenensathes cootHomenueM Y = (Y1 + Y2)/20

Ouenka peanuzyemoctu Y BIIJIH npeacrasiena B Tadiuiie.

Ta6mmma 4 — Peasmmsyemocts YBII/IH

Tun yrpo3 6e3omacHoctu [11H Koadduruent Bo3MoxHOCTB
pean3yemMocTu peanuzanuu
yrpo3sl (Y)

1. yI‘pOSBI OT YTCYKH IO TCXHNUYCCKHUM KaHaJlaM.

1.1. Yrpo3sl yTeuku akycTU4ecKoi nH(popMa-1uu

1.2. Yrpo3sl yTeuku BUJOBOW HHPOPMAITHH

1.3. Yrpo3sl yreuku nadopMmaiuu o kanaisam [IDMUH

2. Yrpo3bl HECAaHKIIMOHUPOBAHHOTO JIOCTYTA K HH(pOpMaIiu

2.1. YTpo3bl yHUUTOXKEHUS, XUIeHus anmapatHeix cpencts MCII/In HocuTeneit nndpopmanuu myrem
¢dusngeckoro nocryna k anemenram UCITIx

2.1.1. Kpaxa [19BM

2.1.2. Kpaxxa Hocutenel uadopmamiu

2.1.3. Kpaxa xito4ei u aTpuOyTOB JToCTyna

2.1.4. Kpaxxu, MOTuUKAIIIN, YHUUTOKEHUS HHPOPMAIHH

2.1.5. BeiBoj u3 crpost y310B [I19BM, kaHanoB cBsizu

2.1.6. HecankmOHUPOBAHHBII JOCTYI K UH-(OpMAIUU TIPU
TEXHUYECKOM O0CITy)KUBAaHUU (PEMOHTE, YHUUTOKECHHN)
y310B [I9BM

2.1.7. HecaHKIIMOHUPOBAHHOE OTKJIFOUEHUE CPECTB
3aILUTHI

2.2. YTpOo3bl XUIIEHNS, HECAHKITMOHUPOBAHHONW MOAU(PUKALINY UIH OJIOKMPOBAHUS MH(OPMAIMHK 32 CUeT
HecaHKuunoHupoBaHHoro goctyna (HCJI) ¢ mpuMeHeHreM nporpaMMHO-annapaTHbIX U IPOTrPaMMHBIX
CpeACTB (B TOM YHCIIe TPOrPaMMHO-MaTeMaTHUECKUX BO3IEHCTBHH).

2.2.1. JleiicTBUs BpETOHOCHBIX IPOrpaMM (BH-PYCOB)

2.2.2. HenexiapupoBaHHble BO3MOXHOCTH cucteMHoro [10
u [10 ns1 06paboTKM NepCO-HAIBHBIX JaHHBIX

2.2.3. Ycranoska I1O He ¢BsI3aHHOIO ¢ HCIIOJI-HEHUEM
CI1yKeOHBIX 00s13aHHOCTEN

2.3. YTpo3bl He MpeHaMEepPEeHHBIX ACHCTBUI MOIB30BaTeNeH U HApyIIeHUH 0e30MacHOCTH
¢ynkumonupoBanus UCITAx u C3I1/1H B ee cocTaBe n3-3a c60eB B MPOrpaMMHOM 00ECTIEYeHNH, a
Tak)Ke OT YIpo3 HEAHTPOTIOTEHHOTO (COOEB arnmapaTypsl U3-3a HEHAJIS)KHOCTH JIEMEHTOB, COOEB
AJIEKTPONUTAHNS) M CTUXHIHOTO (yIapOB MOJIHUH, TI0XKApOB, HABOJHEHHI U T.I1.) XapakTepa.

2.3.1. YTpata kmoued ¥ aTpuOyTOB IOCTYyNA

2.3.2. HenpeanamepeHHast Moau(UKaIys (YyHUYTOXKEHHE)
uHGOpMaIUU COTPYAHUKAMH




2.3.3. HenpeiHaMepeHHOE OTKIIOUYEHHUE CPEJICTB 3aIUTHI

2.3.4. Beixoa 13 CTPOS anmapaTHO-MIPOrPaMMHBIX CPEJICTB

2.3.5. COOli CUCTEMBI SJICKTPOCHAOKEHUS

2.3.6. CtuxuiiHoe OenCcTBUE

2.4. Yrpo3bl IpeJHaMEpPEHHBIX ACHCTBUI BHYTPEHHUX HapyLIUTeNIeH

2.4.1. Joctyn k uHpopmMauu, MoaupuKanms,
YHUUTOKEHUE JIUI] HE JTOMYIIEHHBIX K €€ 00-paboTke

2.4.2. Pasrnamnienne nHGoOpMaIum, Moau(uKarms,
YHUYTOXKEHUE COTPYTHHKAMH JONMYIICHHBIMU K €€
00paboTke

2.5.Y1p0o3bl HECAHKIIMOHUPOBAHHOTO JOCTYIIA 1O KaHajdaM CBS3H.

2.5.1.Yrpo3a «AHanu3 ceTeBoro Tpapuka» ¢ nepexBaTom
nepenasaemoit u3 MUCIIJIH u npuHUMaeMoii U3 BHEIITHUX
ceTell napopManuu:

2.5.1.1. IlepexBaT 3a nepeaesaMu ¢ KOHTPOIUPYEMOU 30HbI

2.5.1.2. Ilepexsat B npezenax KOHTPOIUPYEMOH 30HbI
BHCIITHUMU HAPYHIUTCIAMU

2.5.1.3.IlepexBat B npefenax KOHTPOJIUPYEMOMN 30HBI
BHYTPEHHUMH HapYIIUTEIISIMH.

2.5.2.Y1po3bl CKaHUPOBAHUS, HAIIPABJICHHbIE HA BbISIBICHUE
TUIIA UJIWX TUIIOB UCIIOJIb3YEMbIX OIICPALIMOHHBIX CUCTEM,
ceTeBBIX anpecoB pa-6ouux cranmmii UCI1/{H, Tomonoruu
CETH, OT-KPBITHIX IIOPTOB U CIIY’O, OTKPBITHIX COETMHEHUI
U Jp.

2.5.3.Y1rpo3bl BBISBICHUS MTAPOJICH MO CETH

2.5.4.Y1po3bl HaBA3bIBAHUE JIOKHOTO MApIIPYTa CETH

2.5.5.Y1po3sl NOAMEHBI JOBEPEHHOT'O O0BEKTA B CETH

2.5.6.Y1po3sl BHeApeHus J10kHOTO 00bekTa kak B UCII/H,
TaK ¥ BO BHEIITHUX CETIX

2.5.7.Yrpo3sl THna «OTKa3 B 00CITYKHUBAHUN

2.5.8.Y1po3bl yJAJIEHHOIO 3ayCKa IPHJIOKEHUI

2.5.9.Y1po3bl BHEJPEHUS MO CETH BPEJOHOCHBIX TPOrpaMM

1.10 OueHka onacHoOCTH yrpo3
Ouenka onacHoctu Y BIIJ[H npon3BoauTCa Ha OCHOBE OIpOCa CIEHAINCTOB I10 3aIUTE
uH(pOpMaLlUU U OnpeiensieTcs BepOalbHbIM IT0Ka3aTeIeM ONaCHOCTH, KOTOPBIA UMEET TPU
3HAYCHUS:
® HM3Kaf OMACHOCTb - €CIIA PeaNn3alus YITPO3bl MOXKET MPUBECTU K HE3HAYUTEIbHBIM
HETraTUBHBIM IMOCICACTBUAM JIs1 Cy6’BeKTOB NEPCOHANIBHBIX JAHHBIX;
¢ CpeaHAd OIMMACHOCTD - CCJIM pCainu3alus YIpO3bl MOXKCET NPHUBECTU K HCTAaTUBHBIM
MOCITEACTBUSIM ISl CYOEKTOB MEPCOHANBHBIX JTaHHBIX;
e BBICOKAl ONMACHOCTD - €CJIM PEANN3alusl YTPO3bl MOKET MPUBECTU K 3HAYUTEIbHBIM
HETaTUBHBIM ITOCJICACTBUSAM JIsI Cy6”beKTOB NEPCOHANIBHBIX JTAHHBIX.

Ouenka onacuoctu YbBII/[H npencraBnena tadnure.
Ta6mmma 5 — OnacHocts YBIT/H

Tun yrpo3 6e3onacHoctu [1/1x OnacHocTb
YIPO3BI

1. YFI)OBBI OT YTCYKH IO TCXHUYCCKHUM KaHaJlaM.

1.1. Yrpo3bl yTeuKkH aKkyCcTU4YecKoi nH(OopMaluu




1.2. Yrpo3bl yTeuku BUI0BOY HHPOPMALIUU

1.3. Yrpo3s! yreuku napopmanuu o kanamam [IOMUH

2. YTpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYTa K HHPOPMALIUU

2.1. YTpo3bl yHUUTOXKEHHSI, XulleHus anmnapatHbix cpeacts UCIIIn HocuTeneit nnpopmanmu
nyrem ¢uszndeckoro aocryna k anemerTam UCITJ

2.1.1. Kpaxa [19BM

2.1.2. Kpaxxa Hocuteneit nHbopMaIuu

2.1.3. Kpaxka kiroueit u aTpuOyTOB J0CTYyIIa

2.1.4. Kpaxxu, MmoguduKanuu, yHHUTOKEHHs HHPOpMaLUU

2.1.5. BoiBo 3 cTpos y310B [19BM, kaHasoB cBsizu

2.1.6. HecaHKIIMOHUPOBAHHBIN JOCTYI K HHPOPMAIIUH MIPH
TEXHUYECKOM 00CTy>KHUBaHUU (PEMOHTE, YHUUTOXKeHHH) y3710B [[9BM

2.1.7. HecaHKIITMOHUPOBAHHOE OTKJIIOYEHHUE CPE/ICTB 3aAILUTHI

2.2. YTpo3bl XUIIEHUS, HECAaHKIIMOHUPOBAHHOM MOIM(UKALIMH WK OJIOKMPOBAHUS
nHpOpMaIKK 3a cYeT HecaHKIMoHupoBaHHOTo noctyna (HC/I) ¢ npumenennem
IIPOrpaMMHO-alIapaTHBIX U MPOTrPAMMHBIX CPEJICTB (B TOM YMCIIE€ IPOrPAMMHO-
MaTeMaTHUYECKUX BO3AECUCTBUI)

2.2.1. JleficTBHsI BpeIOHOCHBIX ITpOrpamm (BUPYCOB)

2.2.2. HenexnapupoBanubie Bo3MokHOCTU cucteMHoro [10 u IO nms
00pabOTKH NEPCOHATBHBIX JTAHHBIX

2.2.3. YcranoBka [10, He CBA3aHHOTO C HCTIOJHEHUEM CITY>KEOHBIX
00s13aHHOCTEN

2.3. Yrpo3bl He IpeIHaAMEPEHHBIX IEHCTBUI MOJIb30BaTeNel U HapyLUIeHUI 0e3011acHOCTH
dbyukumonuposanust UCIT/In u C3I1/{H B ee cocTaBe u3-3a c60€B B IPOrPaMMHOM OOeCIeueHUH,
a TaKKe OT YIpo3 HEAHTPOIIOI'€HHOI 0 (CO0EB anmapaTypsl U3-3a HEHAJEKHOCTH 3JIEMEHTOB,
c00€B ANIEKTPONUTAHUS ) U CTUXUIHOTO (yIapOB MOJIHUMN, TIOKAPOB, HABOJIHEHU U T.11.)
Xapaxkrepa.

2.3.1. YTpara kitoyei u aTpuOyToB JI0CTyMa

2.3.2. HenpennamepeHHas MoauduKaiys (YHUUTOKEHUE)
UHGOPMALIUU COTPYIHUKAMHU

2.3.3. HenpennaMepeHHOE OTKJIFOUEHHE CPEJICTB 3aIIUTHI

2.3.4. BeIxoa U3 cTpOs annapaTHO-NMPOrpaMMHBIX CPEJICTB

2.3.5. COoii cucTeMsbl 2JIeKTPOCHA0KEHHUS

2.3.6. Ctuxuiinoe 0eacTBUE

2.4. Yrpo3bl peJHaMEPEHHBIX NEUCTBUN BHYTPEHHUX HApYLIUTENEH

2.4.1. Joctyn k uHdopmanuu, MoaupuKaluy, yHUYTOKEHHIO JINIL, HE
JIONYLIEHHBIX K ee 00paboTke

2.4.2. Pazrnamenue uHpopmanuu, MoauduKamus, yHMuTOKEHNE
COTPYAHUKAMU JIOMYIIEHHBIMU K ee 00paboTke

2.5.Y1p0o3bl HECAaHKIIMOHUPOBAHHOTO JIOCTYIIA IO KaHAJaM CBSI3H.

2.5.1.Yrpo3a «AHanu3 ceTeBoro Tpadukay ¢ IepexBaTom
nepenaBaemoit 3 MCII/IH 1 mpuHUMaeMOil U3 BHEIIHUX CETEN
uH(bOopMaluu:

2.5.1.1. IlepexBar 3a nepeenaMu ¢ KOHTPOJIMPYEMOH 30HbI

2.5.1.2. IlepexBat B npenenax KOHTPOIMPYEMOM 30HbI BHEIIIHUMH
HapYIIHUTEIIMU

2.5.1.3.IlepexBat B npenenax KOHTPOIUPYEMON 30HbI BHYyTPEHHUMHU
HapYIIUTEISIMHU.

2.5.2.YTpo3bl CKAHUPOBAHUSI, HAIIPABJICHHbBIC HA BBISIBJICHUE THIIA WU




TUIIOB UCTIOJIb3YCMBIX OICPALIMOHHBIX CUCTEM, CCTCBLIX a/IpCCOB
pabouunx cranmuit UCII/IH, Tomomoruu ceTr, OTKPHITHIX IOPTOB U
CI1y’K0, OTKPBITBIX COEIMHEHUH U JIp.

2.5.3.¥Y1po3bl BBISIBIICHUS MTAPOJIEH TTO CETH

2.5.4.Y1po3bl HaBSI3bIBAHKUE JIOKHOTO MApIIPyTa CETH

2.5.5.Y1rpo3bl MOAMEHBI TOBEPEHHOTO 00BEKTA B CETH

2.5.6.Y1po3sl BHEApEeHUS J0)KHOTO 00bekTa Kak B MCII/IH, Tak 1 BO
BHEIIHUX CETSIX

2.5.7.¥Yrpo3sl THna «OTKa3 B 00CIyKHBAHUNY

2.5.8.YT1po3bl y1aJE€HHOI0 3aI1yCKa IPUII0KEHUI

2.5.9.Y1rpo3bl BHEIPEHUS IO CETH BPEIOHOCHBIX MPOrpaMm

1.11 Onpenenenune akryajabnoctu yrpo3s B UCII/In

B cooTBeTcTBUM € MTpaBHIIaMy OTHECEHHSI YTPO3bI O€30MMaCHOCTH K akTyasbHOM, s UCTT /T
OTIPEIENIAIOTCS AKTyaJIbHbIE  HEAKTYaJIbHBIE YTPO3bI.

Ta6ymma 6 — [IpaBuia onpenenenus akryaabHocTH Y bI1/(H

Bo3MoxxHOCTB peanuzanuu
YIpO3bI [TokazaTenb OMacCHOCTH YIPO3bl

Huzkas Cpenuss Bricokas
Huzkas HeaKTyaJbHas HeaKTyaJbHas aKTyajlbHas
Cpenusis HeaKTyaJbHas aKTyaJbHas aKTyajbHas
Bricokas aKTyaJbHas aKTyajbHas aKTyajlbHas
Ouenb BBICOKAS aKTyajgbHas aKTyajgbHas aKTyajabHas

OreHKa akTyalIbHOCTH YTPpo3 0€301acHOCTH IPEJICTaBICHA B TAOIHUIIE.
Tabnuna 7 — AkryansHocts YBII/IH

Tun yrpo3 6ezonacnoctu 111 OnacHocTb
YIpO3bI

1. yI‘pOSLI OT YTCYKH IO TCXHUYCCKHUM KaHaJlaM.

1.1. Yrpo3bl yTeUKH aKyCTHUeCKOM nHpopManmu

1.2. Yrpo3bl yTeukH BUI0BOI HHPOpMAIMH

1.3. Yrpo3s! yreukn uHpopmanuu no kanaiam [IDMUH

2. er03bl HCCAHKIIMOHHUPOBAHHOI'O AOCTYIIA K I/IH(I)OpMaI_II/II/I

2.1. Yrpo3sl yHUUTOXeHUs], XullleHus annapaTHbix cpeacts MCII[IH nocutenei nadopmanuu
nyrem ¢uszndeckoro pocryna K anemernTam UCIJIx

2.1.1. Kpaxa [I9BM

2.1.2. Kpaxxa HocuTeneil uHpopMalmu

2.1.3. Kpaxa kiroueit 1 aTpuOyTOB JOCTyMa

2.1.4. Kpaxxu, MoauduKanuu, yHUYTOXKEHNUs HHPOPMALIUU

2.1.5. BeiBoq u3 ctpos y3noB [I9BM, kananos cBsizu

2.1.6. HecaHKIIMOHUPOBAHHBIN JOCTYN K MHPOPMALIUH MTPH
TEXHUYECKOM 00CIIy>)KUBaHUH (PEMOHTE, YHUUTOKeHUH) y3710B [I9BM

2.1.7. HCC&HKHI/IOHI/IPOBaHHOC OTKJIKOYCHHUEC CPCACTB 3alIUThBI

2.2. YTrpo3bl XHIIEHNS, HeCAHKIIMOHUPOBAHHOW MOTH(DHUKAIINH HTH OJOKHPOBAHUS
uH(popManuy 3a c4eT HecaHKnoHupoBaHHoro noctyna (HCJI) ¢ mpumenenunem
MIPOTrpaMMHO-aNMapaTHBIX ¥ MPOTPAMMHBIX CPEJICTB (B TOM YHCIIE TPOTrPAaMMHO-
MaTeMaTUYECKUX BO3/ICHCTBUI)

2.2.1. JleficTBHsI BpeIOHOCHBIX TpOrpamm (BUPYCOB)

2.2.2. HenexmapupoBanubie Bo3MokHOCTH cucteMHoro [10 u 1O ms




00pabOTKH NEPCOHANBHBIX JaHHBIX

2.2.3. YcranoBka [10, He CBA3aHHOTO C HCTIOTHEHHUEM CITY>KEOHBIX
00s13aHHOCTEH

2.3. YTpo3bl He peTHaMEePEHHBIX JIEHCTBHUM MOJIh30BaTEICH U HApYIICHUH 0€30IIaCHOCTH
¢ynkunonuposanust UCII/In u C3I1/IH B ee cocTaBe u3-3a cO0€B B MPOrpaMMHOM 00ECTICUEHHH,
a TaKke OT YIpo3 HEAHTPOIIOTeHHOr o (cO0eB anmapaTyphbl U3-3a HEHAJEKHOCTH JIEMEHTOB,
cOOEB 2JIEKTPONUTAHHUS) U CTUXUIHOTO (YAapOB MOJIHUH, MOKapOB, HABOJIHEHUM U T.I1.)
XapakTepa.

2.3.1. YTpara kioyei u arpuOyToB JI0CTyMa

2.3.2. HenpennamepenHnas Mmoaudukaius (YHUUTOXKECHHE )
uH(OPMAIIUU COTPYIHUKAMU

2.3.3. HenpeHamMepeHHOE OTKIIOYEHUE CPEJCTB 3alTUThI

2.3.4. BbIxo U3 CTpOs anmnaparHO-NpOrpaMMHBIX CPEICTB

2.3.5. COoii cuCTeMBI JIEKTPOCHA0KEHHUS

2.3.6. CtuxuiiHoe OexncTBue

2.4. Yrpo3bl IpeJHaMEPEHHBIX ACUCTBUI BHYTPEHHUX HAPYLIUTEIEH

2.4.1. Joctyn k uHpOpMaUK, MOAU(DUKAIIMN, YHUYTOKSHHUIO JIUL], HE
JIONYIIEHHBIX K ee 00paboTke

2.4.2. Pazrnamenue uapopmanuu, MoauduKamus, yHUuTOKEHUE
COTPYJTHUKAMH JIOMYIICHHBIMH K €€ 00paboTke

2.5.ero3m HCCAHKINMOHHWPOBAHHOI'O JOCTYIIA I10 KaHAJIaM CBA3H.

2.5.1.Yrpo3a «AHanu3 ceTeBoro Tpadukay ¢ IepexBaTom
nepeaaBaemoit u3 UCIIH 1 npuHrMaemMoii U3 BHEITHUX CETEH
uHpopmanuu:

2.5.1.1. IlepexBar 3a nepeenaMu ¢ KOHTPOJIUPYEMOM 30HbI

2.5.1.2. IlepexBat B npenenaax KOHTPOIUPYEMOM 30HbI BHEILIHUMH
HApYIIUTEISIMU

2.5.1.3.1TepexBar B mpenenax KOHTPOJIUPYEMOil 30HbBI BHYTPEHHUMH
HapYIIUTEISIMHU.

2.5.2.YTpo3bl CKAaHUPOBaHMsI, HAIIPABJICHHBIE HA BBISIBIICHUE TUIIA WU
THIIOB UCIIOJIB3YEMBIX ONEPALMOHHBIX CUCTEM, CETEBBIX aJPECOB
pabouux cranuuit UCIIJ{H, Tomonoruu cetu, OTKPHITHIX TOPTOB U
CI1y0, OTKPBITBIX COEIMHEHUH U JIp.

2.5.3.Y1po36l BBIABICHMSI IAPOJIEH 110 CETH

2.5.4.Y1po3bl HaBSI3bIBAHHUE JIOKHOTO MApIIPyTa CETH

2.5.5.Y1rpo3sl MOMEHBI IOBEPEHHOTO O0OBEKTA B CETH

2.5.6.Yrpo3sl BHeApeHUs J10KHOTO 00bekTa kak B MICII/IH, Tak u BO
BHEIIIHUX CETAX

2.5.7.¥Yrpo3sl THNa «OTKa3 B 00CITy>KHBaHUN

2.5.8.YT1po3bl y1aJeHHOI0 3a1lycKa NPUII0KEHU N

2.5.9.¥Y1po3bl BHEAPEHHUSI 10 CETU BPENOHOCHBIX ITPOrpaMM

bbuin BBISBIIEHBI CIIEYIOIINE aKTyalIbHbIE YTPO3BI:
1) Beixoa u3 cTpos anmnapaTHO-IPOrpaMMHBIX CPEACTB
JIns1 cHUKEHUST OMaCHOCTH peanu3anny akTyanbHbIX Y BII/IH pekoMeHayeTcss OCymecTBUTh
CJIEIYIOIINE MEPOIIPUATHSL:
1) KouTtposb 6ecriepe0oiiHol pabOThI almapaTHO-IPOrPAMMHBIX CPEACTB




1.12 MopneJsib yrpo3 6€30nacHOCTH
Hcxoanslit Kiace 3alIUIIEHHOCTH —
Tabnnua 8 — Yrpo3bl 6e3onacHocTH

HanmeHoBaHMe yrpo3bl BepositHoCTh Bo3moxnocts | OnmacHocTh AKTYyaJIbHOCTD Mepbl 110 IPOTHBOAEHCTBHIO YIpo3e

peanu3anuu peau3anuu yrpo3sl yrpo3sl
yrpossi (Y2) yrpossl (Y) Texnuveckue | OpraHu3anHOHHBbIE

1. Yrpo3bl OT yTEUKH 10 TEXHUYECKUM KaHaJIaM

1.1. Yrpo3sl yreuku aky- MaitoBeposaTHO Huskas Huskas HeaxryansHas

CTHYECKON MHPOpMALIUU

1.2. YTpo3bl yreuku BU-10BOM MaisnoseposiTHO Huskas Huskas HeaxryansHas

uHbOopMaIuU

1.3. Yrpo3bl yreuku uH- MaisnoseposiTHO Huskas Huskas HeaxryansHas

(dbopMaIuu o KaHajam
I[IOMUH

2. YTpo3bl HECAHKITMOHUPOBAHHOTO JIOCTYIa K MHPOPMALIUU

2.1. Yrpo3sl yauutoxenus, xumienus annapatsbix cpeacts UCI/In nocuteneit undopmanuu nyrem ¢uzndeckoro nocrtyna K anementam UCIn

2.1.1. Kpaxa [1I9BM ManoBepoaTHO Huskas Huskas HeakryanpHas
2.1.2. Kpaxka Hocuteneit ManoBeposaTHo Huzkas Huzkas HeaktyanpHas
uHpopMauu

2.1.3. Kpaxa xiroueit noctyna | MajioBeposiTHO Huzkas Huzkas HeakryanpHas
2.1.4. Kpaxu, mogudu-kaiuy, | ManoBeposiTHO Huskas Huskas HeakryanpHas
YHUUTOKEHHUS HH(OPMaLIUU.

2.1.5. BeiBox U3 cTpoOs y3J10B ManoseposiTHO Huskas Huskas HeaxryansHas
[19BM, kananos cBsi3u

2.1.6. HecanKIMOHMPOBaHHOE ManoseposiTHO Huskas Huskas HeakryanpHas

OTKIIFOYCHUEC CPCACTB 3alIUThI

2.2. YTpo3bl XHIIEeHHsI, HECAHKITMOHUPOBAHHONW MOIU(UKAITIY WM OJJOKUPOBaHUS HH(GOPMAIINH 3a CYeT HecaHKInoHnpoBaHHoro goctyma (HCJI) ¢
MIPUMEHEHHEM MTPOTPaMMHO-aMIMAPATHBIX U MPOrPAMMHBIX CPEJCTB (B TOM YHKCIIE MPOTPAMMHO-MaTeMaTUYECKUX BO3/ICHCTBUN);

2.2.1. JleficTBHs BpPETOHOCHBIX
IIporpaMM (BUPYCOB)

ManoBeposiTHO

Huskas

Huskas

HeakryanpHas




2.2.2. HepexiapupoBaHHbIE MainosepoaTHO Huskas Huskas HeakryanpHas
BO3MOKHOCTHU cucteMHoro [10

u 1O nns 0o6paboTku

NEPCOHAIbHBIX JAHHBIX

2.2.3. YcranoBka [10 He ManoBeposTHO Huzkas Huzkas HeakryanpHas

CBSI3aHHOTO C UCIIOJIHCHUEM
CITY’)K€OHBIX 00s3aHHOCTEH

2.3. YTpo3bl He IpeTHaMEPEHHBIX JISHCTBHM MOJIb30BaTeel u HapyieHui 6e3onacHoct GpyHkimonupoBanus UCITJ/In u C3I1/x B ee coctaBe u3-3a
cO0eB B MPOrpaMMHOM 00ECIICUEHUH, a TAKXKE OT YTPO3 HEAHTPOIIOTEHHOTO (cO0eB anmapaTypbl H3-3a HEHAICKHOCTH HJIEMEHTOB, COOEB

ANEKTPONUTAHUS) U CTUXUIHOTO (yIapOB MOJIHUH, M0XKApOB, HABOJHEHH U T.I1.) XapakTepa

2.3.1. Y1para kintoueit u MaisnoseposiTHO Huskas Huzkas HeaxryansHas
aTpuOyTOB JIOCTYIIA

2.3.2. HenpennamepeHHas ManoBeposaTHO Huzkas Huzkas HeaxryansHas
Mo uUKaIHs (YHUYTOKEHHE)

nH(OpMAaILIUU COTPYTHUKAMU

2.3.3. Henpennamepennoe ManoBeposaTHo Huzkas Huzkas Heakryanbhas
OTKJIFOYEHUE CPEJICTB 3aIIUTHI

2.3.4. Beixog u3 cTpos MaisnoseposiTHO Cpennsis Cpennsis aKTyaJibHast
anmnapaTHO-IIPOrPAMMHBIX

CPEICTB

2.3.5. C6oii cucremsl MarnoBeposTHO Huzkas Huzkas HeakryanpHas
ANEKTPOCHAOKEHHS

2.3.6. CtuxuiiHoe O6e/1cTBUE MaoBeposTHO Huzkas Huzkas HeakryanpHas
2.4. Yrpo3sl IpeJHaMEPEHHBIX ACUCTBUN BHYTPEHHUX HApYLIUTEIEH

2.4.1. loctyn k uHOp™MaIuu, MaisnoseposiTHO Huskas Huskas HeaxryansHas
MoaU(UKaAIKS, YHUUYTOXKEHHE

JUI[aMH, HE JOIYIIEHHBIX K €€

00paboTke

2.4.2. Pazrnamenue MainosepoaTHo Huskas Huskas HeakryanpHas

uH(popmManuu, MoaupuKaLus,
YHUUYTOKEHUE COTPYAHUKAMH,




JIONYIIEHHBIMH K e 06paboTKe |

2.5. erosm HCCAaHKIMMOHHWPOBAHHOI'O JOCTYIIA I10 KaHaJlaM CBsA3U

2.5.1. Yrposa «Ananu3 cereBoro Tpadukay ¢ nepexsaroM nepenaBaemoint u3z MCIIIu nu npuHrIMaeMoii u3

BHEIIHUX ceTeil nHdopmanuu:

2.5.1.1. IlepexBar 3a mpenenamu
C KOHTPOJIMPYEMOM 30HBI,

ManosepoaTHO

Huskas

Huskas

HeakryanpHas

2.5.1.2. Ilepexsar B npenenax
KOHTPOJIUPYEMOU 30HBI
BHCIIHUMH HAPYIIUTCIISIMHU

ManosepoaTHO

Huskas

Huskas

HeakryanpHas

2.5.1.3. IlepexBar B npeaenax
KOHTPOJIMPYEMOM 30HBI
BHYTPEHHUMU HAPYIIUTEISIMU.

ManoBeposiTHO

Huzkasn

Huzkasn

HeaxryanbHas

2.5.2.YTpo3bl CKaHUPOBAHMS,
HaIpaBJICHHbIC Ha BBISIBJICHUE
THUIIA WINA TUTIOB UCIOJIb3YEMBIX
OTIEPALIMOHHBIX CUCTEM,
CETEBBIX aJI[pecOB paboumnx
craniuid UCI1IH, Tononorun
CEeTH, OTKPBITHIX TIOPTOB U
CITyX0, OTKPBITBIX COCTUHEHHI

u ap.

ManoBeposaTHO

Hwuskas

Hwuskas

HeaxryansHas

2.5.3. Yrpo3sl BHIABICHHS
M1apOJIEN IO CETH.

ManoBepoaTHO

Huskas

Huskas

HeakryanpHas

2.5.4. Yrpo3sl HaBsI3bIBAHHE
JI0’)KHOTO MapIIpyTa CETH.

ManoBepoaTHo

Huskas

Huskas

HeakryanpHas

2.5.5. Yrpo3sl Mo IMeHbI
JIOBEpEHHOT0 00BEKTA B CETH.

ManoBepoaTHo

Huskas

Huskas

HeakryanpHas

2.5.6. Yrpo3sl BHEAPEHUS
JokHOT0 00BbekTa Kak B MCIT/IH,
TaK M BO BHELIHUX CETSX.

ManoBeposiTHO

Huzkasn

Huzkasn

HeakryanbHas

2.5.7. Yrpo3ssl Tumna «OTKa3 B
00CITy>KNBaHUW.

ManoBeposaTHO

Huzkas

Huzkas

HeakryanpHas

2.5.8. Yrpo3bl yJaJ€eHHOTO

ManoBepoaTHO

Hwuzkas

Hwuzkas

HeakryanpHas




3aIycKa IpUI0KEHU.

2.5.9. Yrpo3sl BHEIPEHNUS 110 ManoBeposaTHo Huzkas Huzkas HeakryansHas
CETH BPEAOHOCHBIX ITPOTPAMM.

3AKVIIOYEHHUE

B cootBercTBuu ¢ [lopsakom npoBeneHus KiaccupuKanuy HHPOPMAMOHHBIX CUCTEM MEPCOHATBHBIX JaHHBIX yTBepkaeHHOoro nprukazom GCTOK
Poccuun, ®CB Poccun, Munundopmcessizu Poccun ot 13 depans 2008 r. Ne 55/86/20, Ha ocCHOBaHUHY KaTerOpHH U 00bemMa 00pabaThIBaeMbIX
nepcoHalibHbIX TaHHBIX — UCIIIH ['ocynapcTBeHHOr0 01015KeTHOTI0 I0MIKOJIBHOI0 00pa30BaTeIbLHOI0 yUpe:KIeHusl 1eTCKOro cajaa Ne 85
KoMmmneHcupywouero Bujaa llearpaabnoro paiiona Cankr-Ilerepoypra «Ilcuxo/ioro-nexarorn4eckuii HEHTP MO CONMUAIBHON aanTAIMU JAeTel
¢ TAKeJbIMHM HapylIeHusiMu peunkiaaccupuuupyercs, kak UCII/{n knacca K 3.

Atrectanus UCIIAu 'BAOY netckuit can Ne 85 Llentpanshoro paiiona CII6 He Tpebyercs.
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